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0. Intoduction
This site is dedicated to phenomenon called Jabber. It is designed to guide its readers in a kind of simple wizard
through all the surroundings, clients, servers etc. from the very beginning till all the specialist sections. We hope
this site to be successful in its mission and become useful tool for Jabber users.

Webadmin sees this site as an open document, which is yet to be edited and updated. Your suggestions will be
approciated. Also, being just an averadge guy with not much knowledge of English language, your corrections
will help, too. Please become an author-team member and contact me by mail <tvrdikt@volny.cz>.

Figure 1. Site logo

0.1 How to deal with this document
These pages are generated according to the contents from the next chapter, which can be clicked through on the
left menu. In the beginning of every section, there is the very basics presented, what should users know, and
then more detailed topics and specialist tips.

PSo, let's assume for example, that our reader is interested in problem, how to register in Jabber. First he can
find a quick guide in introduction to section Jabber. If he is not satisfied with it, he should take a look at preffer-
encies in registration process in particular client describtion.

Occassionaly there will be some notes in text, which will mainly desribe personal author's experiencies. Some of
them are useful tips to particular topic, others just a nonimportant commentars. What use of these will reader
take, is only on him.

x



Chapter 1. 1. Jabber
This section desrcibes the Jabber system as such. What and what for it is, a little bit of surrounding, history,
community, protocol etc.

1.1 What Jabber is?
Jabber is an open protocol to chat on the net. Similary to mail, you can type messagess to your friends on your
keyboard. Unlike to mail, your friends see your messagess on their monitors the same time you type them.
There are plenty of chat protocols like this. Probably the best known one here is ICQ, or Aim, Yahoo! Messen-
ger, MSN etc. But all of these concurents are proprietally, that means they have their own protocols, own clients
and closed architecture, to which is nobody allowed to see.

Unlike this, the Jabber protocol is open, free accessible, based on XML, safe, and mainly distribued, not central-
ized.

Therefore there exist lots servers and lots of clients fot it. With a bit of knowledge, everyone can build his own
server or program his own client or any kind of utility.

You must realize, Jabber is more then just a system for sending simple messagess(so called Instant messenging -
IM), but it offers a lot of interesting features, too. To name the most interesting, there are groupchats available,
transports, robots, jogger (diary - so called weblog) etc.{LINKS} Becourse of this openness, everyone can pro-
gram almost arbitrary feature and build it beyond the native protocol.

Figure 1.1. Conference

1.2 Why Jabber?
In chapter 1.1 I stated that there are many of IM tools. So why should your choice be just this Jabber? Let's take
a look for several advantages, that makes it absolutely unique phenomenon.

1.2.1 Open
the Jabber protocol is Open source distrbued under GPL licence; it is open, public, free and easily understand-
able. This is ideal state for a large amount of programers, which can now easily make applications, clients and
servers. That's why common user is not disturbed by different banners and other forms of advertising.

1.2.2 Standard
The core of this protocol, based on XML, is defined by IETF (the Internet Engineering Task Force). That's how
standardisation of basic functions is garanteed. Beyond that, there exists enhanced protocols (JEP - Jabber En-
hancement Proposals), that are continualy processed by JSF (Jabber Software Foundation) and procedures of ap-
proving via mailing list and the Jabber council.

1.2.3 Proven
The first Jabber technologies were developed by Jeremie Miller in 1998 and are now quite stable; hundreds of
developers are working on Jabber technologies, there are tens of thousands of Jabber servers running on the In-
ternet today, and millions of people use Jabber for IM

1.2.4 Decentralized
The architecture of the Jabber network is similar to email. As a result, anybody can build his own server, which
can be used for example by companies for internal comunnication with no fear of their messagess rambling all

1



over the internet. It also eliminates problems like unworking system when one server is down, becourse enyone
can create several accounts on several servers. The contact list (in Jabber called the roster) and several preferen-
cies is stored on server, so you can use Jabber even from different computers with no need to redefining all the
informations. For multiple logons, Jabbers offers a set of very interesting tool, such as import od contacts, re-
sources, priorities, etc. {LINKS}.

1.2.5 Secure
Any Jabber server may be isolated from the public Jabber network (e.g., on a company intranet), and robust se-
curity using SASL and TLS has been built into the core XMPP specifications.

1.2.6 Extensible
Using the power of XML namespaces, anyone can build custom functionality on top of the core protocols; to
maintain interoperability, common extensions are managed by the Jabber Software Foundation

1.2.7 Flexible
Jabber applications beyond IM include network management, content syndication, collaboration tools, file shar-
ing, gaming, and remote systems monitoring.

One of its main advantages is support for users hidden behind proxy server or firewall. Although it mainly com-
municate on 5222 port, or 5223 port for secure connecton, it is possible to connect through any port and bypass
this way server restrictions.To know more..

Figure 1.2. Setting client to connect through firewall

1.2.8 Transports {LINKS}
Thanks to unique gateways of Jabber, there is possibility to comunnicate with different networks (such as ICQ,
Yahoo, MSN, ...) keeping existing accounts, also to send SMS or mails right from your roster.

Figure 1.3. Some agents

Figure 1.4. SMS and mails in roster

1.2.9 Resources
Outstanding tools allow you to connect to one account from more than one computers, even at the same time.
And it doesn't have to be computers - there are lots of clients for palmtops and mobiles. Through defining Re-
sources and Priorities you can easily manage, what message goes where.

Figure 1.5. Connecting one account by two resources

1.3 How to get it work?
This is very simple guide to join Jabber and to have the best of its basic features. This chapter is not aimed to be

1. Jabber
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all-inclusive, it is not containing all the details and users tricks. It just in quick steps shows, how the process of
using Jabber looks like. For more detailed information, look to clients describtion.

Note: Although this describion tries to be as general as it can be, it is written according to njs.netlab.cz {NJS}
server and JAJC client. May it be, that some other servers and clients may not support all the features described
here.

1.3.1 Choosing a client
In common we can say, that initial client choice means nothing. Your data ara stored on server, so you can
painlessly change you client anytime. Some users may try several clients before they decide for one, others may
want to choose once and never again. For those it will be better to judge which one is best before the instalation.
Therefore I recommend to find out, which client is stable enough, what features are included, how tigh it hold to
the protocol and mainly how many contented users it has.

In Download section, you can get several clients(not necessary actual version) or be linked to the authors
page(not necessary available site) - see Links section.

If you don't want to (or cannot) download any client, there ofcource is a number of web-browser clients, that are
useful too

If you haven't chosen any client yet, I suggest you (although it is not very politicaly corect) to try JAJC, be-
course a lot of this site will in images and different examples use JAJC, so it would help your orientation in
topic.

1.3.2 Choosing a server {LINKS}
In order to use Jabber, you must register an account with a public Jabber server. But don't worry, it is not diffi-
cult, neither needing any personal information.

You can have planty of accounts (like mail accounts), you can remove old ones and even import contacts from
other ones. So there ain't problem, if your first choice won't be success. But again it is recommended to think
well before your choice - what is the server responce time, stability, how many users and mainly, what services
it offers (ICQ, AIM, MSN etc.)

So let's assume you have chosen and you know the server address. For this explanation, we will use njs.netlab.cz
{NJS}

Figure 1.6. What is available?

1.3.3 Registration
So we have done the download and instalation, if neccesary, of the client and chosen the server. Let's run the
client then. The first thing we are asked to is an account and a server. Type in your server address and your cho-
sen nickname. Be sure that most od servers are run on linux platform. Therefore your username is case sensitive.
Jabber usernames are limited to 1023 characters, but I recommend you to let it be less then 10. In addition, cer-
tain characters are not allowed in your username (@,:,',<,>,&, end of line, tabulator, space and control charac-
ters)

It maight happen your username to be taken. In this case you will be informed and promted to choose another
one.

In the registration process, there is a password and confirmation needed. The rest of information is optional, so
we leave its describtion further.

If the registration failed, you maight have a communication problem. There may be firewaal in the way. We will
have a look at it later.

1. Jabber
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Figure 1.7. Account registration

1.3.4 Connection testing
Most of public Jabber servers run an echo service. It works very easily - you send any message and the same
message will return to you from server.

So in client you choose Send message{LINKS} and to recipient field type for example "njs.netlab.cz/echo"
{NJS}. Type anything to message body and send it. If the same message will not return to you from server, you
maight not be connected. Maybe there is a firewall in the way. We will have a look at this topic later.

Note: If you send a message to server with no "/echo" parameter, the server will take that message and send it to
the administrator.

Figure 1.8. The echo function

1.3.5 Sending a message, IM
Primary the Jabber is dedicated to sending messages, so it is not surprise how easy this goes. In your client, you
choose Send message, type in recipient identificator (so called Jabber ID, JID), type the message body and send
it. The rest of work will do the server. Sure you can send message to multiple recipients, but we wont discuss it
right now.

Figure 1.9. Sending a message

1.3.6 Groupchat
Imagin yourself sitting in one room with your friends. Just having a talk with all of them, sometimes face to
face, sometimes all can here you. And now imagin you are sitting in front of your computer in different parts of
the world and the communication is run through your monitors. And these virtual chat rooms are offered by Jab-
ber. These groupchats have some advantages against the real ones. In the real ones, you can very discomfortly
ignore somebody you don't like, for example. In virtual groupchat, this guy and all that he posted is simply not
shown to you. That easy it is.

If you already know in which groupchat to find your pals, just choose Create/Join Groupchat in your client. In
proper fields type the server address, room name and your nick. Click on OK and you're in.

If you haven't chosen any particular groupchat, you can create your own (the operation is pretty the same as
joining the existing one, you just have to invent your own room name), or to find some. For that, there is great
tool, Jabber Browser.

Figure 1.10. Groupchat

1.3.6.1 Used acronyms

To speed up typing of often used expressions, we use acronyms. All they are is just a shortcut of their beginnig
letters. Now look at their brief list. Ofcourse it is not, and even could not be, complete, but i believe it will help
you well.

1. Jabber
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Table 1.1. Akronyms

Akronym Meaning

afaik as far as I know

afaict as far as I can tell

afk away from keyboard

atm at the moment

bbiab be back in a bit

bbiaf be back in a few (minutes)

bbl be back later

bbs be back soon

b/c because

bf boyfriend

bfo blinding flash of the obvious

brb be right back

bsod blue screen of death

btw by the way

ciao Italian for goodbye

ctrn can't talk right now

cul8r see you later

cya see ya

dhtb don't have the bandwidth

f2f face to face

fubar fucked up beyond all recognition

fwiw for what it's worth

fyi for your information

gmta great minds think alike

iam in a meeting

ianal I am not a lawyer

ihmb I hate my boss

imho in my humble opinion

imo in my opinion

iow in other words

irl in real life

*g* grin

*g* grin

gf girlfriend

gtg got to go

jid jabber identifier

j/k just kidding

k okay

lol laugh out loud

l8r later

msg message

n/p no problem

1. Jabber
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Akronym Meaning

oAo over and out!

omg oh my god

oob out of band

otoh on the other hand

oww oops, wrong window!

otp on the phone

pita pain in the ass

pov point of view

pw password

rotfl rolling on the floor laughing

rsn real soon now

rtfm read the friendly manual

rtfm read the fucking manual

slap sounds like a plan

thx thanks

tia thanks in advance

tla three-letter arconym

ttfn ta ta for now

ttyl talk to you later

wb welcome back

wfm works for me

wtf what the fuck?!

wtg way to go!

xfer transfer

ymmv your mileage may vary

1.3.6.2 Chat commands

Most of groupchats included some commands used in IRC. Some of them are:

/me *** information about what we are doing

/nick ** changes the nick

/topic ** changes a room topic

/whois ** information about a friend

/kick ** kicks the person out of the room

/ban ** kicks the person out with no permition to come back

Figure 1.11. Using /me in groupchat

1.3.7 Jabber User Directory, JUD
Jabber User Directory - JUD is a list of Jabber users on particular server. Almost every public Jabber server has

1. Jabber
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its own directory, above them all is certainly jud.jabber.org. Unlike many concurent networks, Jabber user can
decide by himself, if he wants or not to be presented in the directory. Your privacy is first. By your registration
in directory you let your friends, but also foreign people, find you without knowing exactly your JID.

Figure 1.12. Searching in JUD

1.3.8 vCard
To improve clearity and personalification of communication, it is recommended to fill you vCard. All this is is
another XML file which you send to your companion on chat. It is good to fill there at least your name and town
to avoid many misunderstanding.

Figure 1.13. vCard

1.3.9 Roster
The best and the most usual feature, that IM systems have, is list of your friends right in the main client window
(so called Contact list, Buddy list, Roster). You can easily manage your roster: add, edit and remove contacts,
drive them to groups etc. And right here in roster you see if your friend is online and has time to chat. Jabber
stores roster on server, so it is save and you won't lose it even after removing your client. Another unique of Jab-
ber is that on server is storem with your buddy list also reference to the server and all registered transports,
robots and services. It also can work with groups. For example if your friend is connected from different re-
sources at the time, you see him as a group and after you click on that group, you see all resources he is con-
nected from.

There are two ways to add contact to your roster: either in main menu of your client or from the message win-
dow of existing chat, if you already have some

You also can import contacts from file or from another account.

Figure 1.14. Adding contact

1.3.10 Authorization
In 1.3.9, we talked about seeing you friends status in roster and in 1.3.7 we metioned the care of your privacy.
So let's explain this process a little bit. Your privacy is protected by authorization. Without it noone can put your
contact to his roster well. So let's say I wanna put you in my roster. I process accroding to 1.3.9 and my autho-
rization request is sent to you. It's your choice to reject the request, to accept it or to accept it and and me to your
roster. Untill you athorize me, your contact in my roster is inactive.

Pretty similar mechanismus is in other networks too, but not always it is well done. For example the ICQ proto-
col, next to other bugs, has this security bug, with which you can add user in your roster with no need to be au-
thorized.

Figure 1.15. Autorization subsribtion

1.3.11 Transports, gateways
Transports, also called gateways, are services running on the server, which provide the translation of messages
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to format used in destination network and forwarding those messages to proper destination addres. Thanks to
this, Jabber becomes universal "communication center". But the point is, that user just chooses transport he
wants to use and that is all he ever needs to take care of. What are the alternatives? He can use one of those mul-
tiprotocol clients, such as Gaim, Miranda or Trilian if we discuss other IM networks communication. But those
networks try to resist non-native clients, becourse it steals them money from advertise banners on their client.
So they sometimes just change their protocol and non-native users run out of luck. Everyone of them will then
need to download and install new version of their client, which is never very confortable. The Jabber user on the
other hand just waits till there will be transport actualized and then it will work again without him participating
in any way.

1.3.11.1 Transports to other IM networks

As shown in 1.2.8{LINKS}, transports are special agents (or service, if you like), with which you can communi-
cate with other networks (see figure{LINKS}). The most usual transports, also called gateways, are to ICQ, Ya-
hoo! Messenger, AIM and MSN. Unlike the clients working with several systems (such as Trilian or Miranda),
the only communication from your client is to your Jabber server by your port, so you can connect even to net-
works to which you could not connect before, becourse of firewall in the way for example.

The process of registration is pretty much the same with all of those transports, so we will not deal with the ex-
planation a lot. Using Jabber browser find out which transports your server provides and either in Jabber
browser or in main menu choose to register that service. Fill in ID and password of your account in that network
and it's done.

Users from different network can be added the same way as the Jabbers, you only choose in menu, from which
particular network he is.

Note: To make this communication work, Jabber server must appear like kind of proxy. Therefore it must store
your password to act like you. If this fact makes you feel unconfortable, simply do not use transports.

Figure 1.16. Transport to ICQ

1.3.11.2 SMTP transport

Different type of transport is Jabber to Mail. Becourse of larging amount of spams, this topic is quite tickler.
Therefore its implementation can differ depending on each server.

There is no need to register SMTP Transport anyhow. Thanks to JID composition (very familiar with email ad-
dress) there is no need to change anything. Somebody just send email to your JID and it is shown to you as
usual message.

There is specific syntax to send messagess to mail:

mail address with (at) replaced with (percentage), (at), server transport

So let's say I want to send myself a mail. I'll send it to tvrdikt%volny.cz@smtp-t.netlab.cz. This contact can of-
course be put to roster, but becourse of its diposition it will appear as offline, which may be little confusing,
when you set your client to show only online contacts.

1.3.11.3 SMS Transport

SMS transport, as I know, can nowadays be used one way only, that means sendin messagess to mobile. The
syntax of recipient is +420123456789@smstransport_of_server. Becourse of limitations valid in our region
about sending SMS from internet, this gateway in not widespread a lot.

Figure 1.17. SMS sent...
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1.3.12 Connection through restrictions
This chapter is taken and updated from old jabber.cz ...

Proxy and firewall is kind of mediator between your computer and public interner in larger locas networks.
Proxy server is used for monitoring and traffic management between inner and outer network, firewall protects
inner network and its computers against atack from internet. Although it doesn't have to be administrator's goal,
proxy server and firewall in certain settings can block Jabber client applications to connect to server in ordinary
way (consistant connection on 5222 or 5223 port).

1.3.12.1 Proxy

Most of modern Jabber clients have support for proxy included (clients like JAJC, PSI, Exodus, Gabber,...).
User only have to find out, what type of proxy he has and what address and port that proxy uses. The easiest
way ofcourse is to ask his administrator, but this kind of question may not be always responded the way we
would want. Fortunetly all the information can be often found in web browser. In interner explorer, click on
Tools, choose Connections tab and click on LAN Settings button. In Proxy server frame, you should see all
needed information there.

In client fill the name of proxy server to Proxy server field and port number to proper field. Username and pass-
word won't be in 99% cases needed (if you will, only your administrator can help you indeed).

Figure 1.18. Connection through proxy server

1.3.12.2 Firewall

Tunnelling via HTTP is another great feature of Jabber. Principle is, that communication between Jabber client
and server is hidden behind web browser communication (port 80), which firewall can't realize. That's why it re-
leases the communication which it would normaly block.

Connection via HTTP tunnel has its mixed blessing. The only one, main and the greatest benefit is, that it works
almost in every situation, even behind restrictive firewalls. The only exception is when firewall blocks the hall
domain of your server, but then you can simply choose any other. Handicap of HTTP tunnelling is probality of
longer responses, but still it will not be longer then few seconds.

If you prefer java applet client then real application run from your disk, the thing will be much easier. Just exe-
cute the Jabberapplet and all is done. This web applet connects via tunnel automaticaly.

Figure 1.19. Setting client to connect behind the firewall

1.3.12.3 Tunnel

May it happen, that none of above described solution will be suitable for you. Neither this case is not chance-
less. There is number of programs that provides tunnelling services for other programs (e.g. any Jabber client).
Their description is nevertheless far beyond scope of this documentation.

1.4 Background
In this section we will discuss the things usual user doesn't know and does't need to know

1.4.1 History

Let's start a bit by history of Jabber and its organization
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• 1998 - Jeremie Miller started Jabber project.

• August 1999 - Jeremie submitted a statement pledging the Jabber community's support for the IETF stan-
dards process.

• May 2000 - First software released.

• June 2000 - Jeremie and other members of the Jabber project submitted an Internet-Draft IMPP document-
ing the Jabber protocol. Becourse of unconcentration the initial Internet-Draft expired without the Jabber
community following up or working closely with the IMPP or any other IETF efforts.

• 2001 - Jabber Software Foundation was formed to provide some organization among the growing number of
open-source projects and commercial entities building or using Jabber technologies. One of the core man-
dates of the JSF has been to document the XML protocol used by the Jabber community, and to manage the
growth of that protocol.

• April 1st, 2001 - started czech server jabber.cz

• July 21st, 2001 - started czech server njs.netlab.cz

• February 2002 - New submission to IETF. Following on the success of this submission, it was decided to ex-
plore the possibility of forming an IETF Working Group devoted to discussion of the Jabber protocol, under
the neutral name of XMPP. As a result, three interrelated Internet-Drafts were submitted on 2002-06-21

• January 29th, 2004 - The IESG approved XMPP Core and XMPP IM as Proposed Standards.

1.4.2 People, organization

People and organization

• Jeremie Miller - the project founder

• JSF - Jabber Software Foundation, organization auspicing and consoliding all Jabber research activities

• Peter Saint-Andre - Executive director JSF, primary author of XMPP drafts

• Jabber.org - Web server JSF containig basic information, projects, protocol and everything concerning Jab-
ber.

• JabberStudio.org - development hub for the Jabber community. This site provides CVS, web hosting, bug
tracking, task management, and many other tools to help people working on Jabber system.

• Jabber, Inc - a comercial entity owning the Jabber trademark. It owns only the trademark, not Jabber. It em-
ploys developers to create applications, such as its own Jabber client.

1.4.3 Comunication
There is a tradition in Jabber documentation of using examples from Shakespeare. We all know the most famous
romantic pair, Romeo and Juliet. Imagin Julietup on the balcony, and Romeo down in the Capulets' orchard.
Now Juliet doesn't send a message directly ("peer to peer") to her Romeo, at least not in the Jabber world. Juliet
has an account on a Jabber server, and her Jabber address (we call it a Jabber ID or "JID") looks a lot like an
email address. Since Juliet is a Capulet, she registers the username "juliet" with the Jabber server running at ca-
pulet.com, so her JID is juliet@capulet.com. Similarly, Romeo has an account on his family's server and his JID
is romeo@montague.net.

Once Juliet has logged into the capulet.com server, she can send messages to her sweetie.

So what happens when Juliet fires up the client on her laptop out on the balcony:
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• Juliet sends a message addressed to romeo@montague.net.

• The message is handled by the Jabber server at capulet.com

• The capulet.com server opens a connection to montague.net.

• Assuming that the family elders have not disabled server-to-server communications between capulet.com
and montague.net, Juliet's message is routed to the Jabber server at montague.net.

• The server at montague.net sees that the message is addressed to an actual user named "romeo" and delivers
it to the Jabber client running on Romeo's palmtop out in the Capulets' orchard.

• The message pops up in his pocket and Romeo will read it.

There are a lot of pieces here: clients running on different operating systems, multiple servers, a communication
channel between the servers, and two star-crossed lovers. Jabber handles everything but the last part. And much
more. Jabber capabilities will be explained using next figure.

Figure 1.20. Jabber comunication

In left upper corner, we have Client 1 on PC. This client connects to Server 1 and can chat with all the world.
With same server user connected with mobile client for example. Or with different servers users, even hidden
behind a firewall. Thanks to transports he can chat with different IM network users, such as ICQ or Yahoo. Also
he can send messages as mail and gat mails as messeges. These transports even don't have to be on his "home"
server. All he has to do is register this or that agent on server he likes. More technicaly efficient user can pro-
gram himself his own service, which will inform him e.g. about news on his favorit site or about openning secu-
rited door via mail.

1.4.4 The Protocol
Well when we talk about Jabber protocol, in fact we talk about the set of protocols. So let's have a look on their
architecture.

The base of these protocols makes two documents XMPP (Extensible Messaging and
Presence Protocol), approved by the IESG as Proposed Standards:

• XMPP Core [http://www.jabber.org/ietf/draft-ietf-xmpp-core-22.txt] - the very core, or we could say kernel

• XMPP IM [http://www.jabber.org/ietf/draft-ietf-xmpp-im-21.txt] - sending messages

These specifications document and formalize the base Jabber protocols, including XML streams, XML stanzas,
addressing, SASL, TLS, server dialback, presence subscriptions, roster management (contact lists), and commu-
nications blocking (whitelists/blacklists).

Since 2001, the JSF has managed the Jabber protocols (so-called Jabber Enhancement Protocol - JEPs) Here is a
list of them:

Final JEPs

• JEP-0004: [http://jabber.org/jeps/jep-0004.html] Data Forms

• JEP-0009: [http://jabber.org/jeps/jep-0009.html] Jabber-RPC (sending requests and answers through Jabber)
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Draft, not yet approved JEPs

• JEP-0013: [http://jabber.org/jeps/jep-0013.html] Flexible, POP3-like handling of offline messages in Jabber

• JEP-0020: [http://jabber.org/jeps/jep-0020.html] Feature Negotiation

• JEP-0030: [http://jabber.org/jeps/jep-0030.html] Service Discovery

• JEP-0045: [http://jabber.org/jeps/jep-0045.html] Multi-User Chat

• JEP-0047: [http://jabber.org/jeps/jep-0047.html] In-Band Bytestreams

• JEP-0050: [http://jabber.org/jeps/jep-0050.html] Ad-Hoc Commands

• JEP-0060: [http://jabber.org/jeps/jep-0060.html] Publish-Subscribe

• JEP-0065: [http://jabber.org/jeps/jep-0065.html] SOCKS5 Bytestreams

• JEP-0077: [http://jabber.org/jeps/jep-0077.html] In-Band Registration

• JEP-0078: [http://jabber.org/jeps/jep-0078.html] Non-SASL Authentication

• JEP-0095: [http://jabber.org/jeps/jep-0095.html] Stream Initiation

• JEP-0096: [http://jabber.org/jeps/jep-0096.html] File Transfer

Informational JEPs

• JEP-0053: [http://jabber.org/jeps/jep-0053.html] Jabber Registrar

• JEP-0068: [http://jabber.org/jeps/jep-0068.html] Field Standardization for Data Gathering and Reporting

• JEP-0082: [http://jabber.org/jeps/jep-0082.html] Jabber Date and Time Profiles

• JEP-0086: [http://jabber.org/jeps/jep-0086.html] Error Codes

• JEP-0126: [http://jabber.org/jeps/jep-0126.html] Invisibility

Historical JEPs

These protocols are in wide use within the Jabber community but that are not official Jabber protocols. These
documents are not standards-track within the JSF and may be superseded by newer protocols or converted to
standards-track by the Jabber Council.

• JEP-0003: [http://jabber.org/jeps/jep-0003.html] Proxy Accept Socket Service (PASS)

• JEP-0011: [http://jabber.org/jeps/jep-0011.html] Jabber Browsing - a way to describe information about Jab-
ber entities and the relationships between entities

• JEP-0012: [http://jabber.org/jeps/jep-0012.html] Last Activity of Entity

• JEP-0022: [http://jabber.org/jeps/jep-0022.html] Message Events

• JEP-0023: [http://jabber.org/jeps/jep-0023.html] Message Expiration

• JEP-0025: [http://jabber.org/jeps/jep-0025.html] Jabber HTTP Polling
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• JEP-0027: [http://jabber.org/jeps/jep-0027.html] Current OpenPGP Usage

• JEP-0048: [http://jabber.org/jeps/jep-0048.html] Bookmark Storage

• JEP-0049: [http://jabber.org/jeps/jep-0049.html] Private XML Storage

• JEP-0054: [http://jabber.org/jeps/jep-0054.html] vCard

• JEP-0055: [http://jabber.org/jeps/jep-0055.html] Jabber Search

• JEP-0066: [http://jabber.org/jeps/jep-0066.html] Out of Band Data

• JEP-0090: [http://jabber.org/jeps/jep-0090.html] Entity Time

• JEP-0091: [http://jabber.org/jeps/jep-0091.html] Delayed Delivery

• JEP-0092: [http://jabber.org/jeps/jep-0092.html] Software Version

• JEP-0093: [http://jabber.org/jeps/jep-0093.html] Roster Item Exchange

• JEP-0114: [http://jabber.org/jeps/jep-0114.html] Communication between servers and "external" compo-
nents over the Jabber network

1.4.5 The core of the protocol
Now let's have a look at the real core of the protocol, the fundamental structure.

First of all, we should define the entity term. Well, entity is any element in Jabber network, which can be ad-
dressed, i.e. it has its own unique address. Ofcourse these are servers, but also all of their services, transports, di-
rectories, robots, conferences, users and even the user sources. The magic is, that you don't have to update DNS
with every new user or installed transport. What this is, is a symbolic interpretation, which will tell to proper
server, where each packet should be forwarded to. The addressing rule is, that JID (Jabber ID - unique element
address in Jabber netvwork) must include current server name according to DNS record, and ofcourse username
and resourse, if needed.

With the proper destination address, the TCP connection is established and XML stream sent. Let us have a
look, what is the structure of this conversation.

First the connection is openned, via so-called Opening tag. Tipical opening tag when connection established by
client looks like this:

<stream:stream
xmlns:stream="http://etherx.jabber.org/streams"
to="jabber.org"
xmlns="jabber:client">

Translated to human language, this code means this: Every XML stream in Jabber must begin with
stream:stream tag as a namespace. Address of stream definition follows, then "to" parameter declares the recipie
of this packet. XML end with xmlns parameter, which defines the type of the conversation and so how this mes-
sage will be displayed.

Table 1.2. Conversation namespaces

Namespace Description

jabber:client A connection between a Jabber client and a Jabber server.

jabber:server A connection between two Jabber servers. Dialback (host verification mechanism) conversations also
take place here.

jabber:component:accept When an external program connects to a Jabber server via a TCP sockets connection, this namespace is
used to qualify the pair of XML documents exchanged over the connection.

jabber:component:exec When an external program connects to a Jabber server via a STDIO connection, this namespace is used
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Namespace Description

to qualify the pair of XML documents exchanged over such the connection.

Once this message is recieved, the server respondes like this:

<stream:stream
xmlns:stream='http://etherx.jabber.org/streams'
id='3AFD6862'
xmlns='jabber:client'
from='jabber.org'>

Besides above described attributes, in this packet we have also "id" parameter, which is connection identifier -
random number generated by server and sent to a client in opening tag. The "from" parameter is often identical
to "to" from above packet, but when forwarding message, it is the correct logical value of the message source.

The conversation itself is basically running in 3 essencial XML elements - <message/>, <presence/>, and <iq/>.
Following example shows all the topic. As well as clients in XML console, let us increase clarity by noting
which packet is sent and which one is recieved.

SEND: <iq id='roster_0' type='get'><id="iq"/>
<query xmlns='jabber:iq:roster'/>

</iq>

RECV: <iq id='roster_0' type='result' from='dj@yak/Work'>
<query xmlns='jabber:iq:roster'>
<item jid='sabine@yak' name='sabine' subscription='both'>
<group>Family</group>

</item>
</query>

</iq>

SEND: <presence><status>Online</status></presence><id="presence"/>

...

RECV: <message id='1' to='dj@yak' from='sabine@yak/winjab' type='chat'>
<id="message"/>
<thread>3FE7392DDCA919CB49C73A2FFCE9901D</thread>
<body>Hello</body>

</message>

This shows us how the client requests his contact list (in Jabber, as known, is contact list stored on server),
server sends it and the client broadcasts its presence. After all, a friend sends e greeting message. Let us now
have a closer look at all the elements.

A MESSAGE is really the essencial element in Jabber. All the data, excepting presence and request - respond
structures, are being held by this element. It can contain following subelements. "Type" declares a message
type. Jabber defines 5 message types, which can be processed their own way. The "normal" type is classical
message similar to email, which means one-time sending a message without waiting for the answer. The "chat"
type is a piece of two-way communication. The "groupchat" is communication in multiuser conference, includ-
ing system messages about connecting and disconnecting users from the conference entity itself. The "headline"
type is special type for short informative messages, in many cases with link to message source. The last one is
"error", bringing error message. Subelement "from" shows the message author. It is inserted by the server to
aviod faking the author. "to" shows the recipient address, "id" is a message identifier - usefull when we are ex-
pecting the answer, for client can work with the responce in link to the original message. The message can op-
tionaly contain also subelements "subject" - used with normal message and with groupchat (the topic), "body"
containing the message body, "error" is added when any error accures (e.g. mistype in recipient address) and
contains a numerical code and description. Subelement "html" allows to add XHTML formating, like colors,
fonts, styles etc. "thread" is used for linking pieces of the conversation into one thread. What that means is you
can sort all the messages with this thread to separate window in chronological order, without mixing with unre-
lated messages, even from the same correspondent. The thread is generated when the first message is send, oth-
ers just include that number in their packets. Finaly, there is a special subelement "x", which allows to include
additional information, addition namespaces in message.

PRESENCE element shows the entity availability. It can contain following elements: "type" defines kind of
availability. Element can be "available", "unavailable", "probe" (server is determining the presence of entities in
its management of the presence subscription mechanism), "subsribe" (authorization request), "unsubscribe"
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(request to unsubscribe from an entity's presence), "subsribed" (authorization request accepted), "unsubscribed"
(unsubscription request accepted, also used to deny a presence subscription request). "from" element again is
added by the server and holds the information of who sent this message. "to" attribute is used when you send
your presence to a particular user. "id" attribute is available for tracking reasons for every element. Although,
since presence is one-way broadcast, it is not usual to see it in this packet. Besides of type of availability, more
detailed status description is send, using "show" attribue. Next table show its values.

Table 1.3. Presence values

Value Meaning

away The user is available but temporarily away from the client.

chat The user is open to conversation.

dnd Do not disturb. Although online and available, the user doesn't want to be disturbed by anyone. Don't
forget, unless the user is actually offline (unavailable or disconnected from the Jabber server), messages
to that user will still be sent to the user immediately.

normal This is the normal availability. If no "show" tag is specified, a value of normal is assumed.

xa This is an extreme form of the away value -- xa stands for "extended away" and is probably as near to an
unavailable presence as you can get.

The next attribute is "status", which coming with even more detailed look at user availability. Those are not any
predefined values, but a text description of current state. You can set them in your client application (e.g. away -
hidding from my mom to avoid cleaning my room). The last attributes are "priority", defining the priority of
current resource, and "x" for adding extra information into the packet.

IQ element stands for INFO/QUERY, which is the mechanismus for sending and recieving information. All the
attributes are again very similar to message or presence element. Jabber works with four kinds of "type": GET
(for information gathering, SET (sending informations to store), RESULT (the result of a query or store ac-
knowledgement) and ERROR (requested data not obtained or storing not successful). The "from" attribute again
is added by a server, informing of who did send the packet, "to" declares, who is the information requested
from, "id" is message identification for tracking reasons, "query" is special namespace for definig questions,
such as client version, way of authorization, time etc., and finaly "error" brings an error code and description, if
the query was not success.
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Chapter 2. 2. Client
Becoursce of the opennes of Jabber, there is potential of lots of clients. And indeed, there is no way to specify
them all here. List of the "oficial ones" is at http://www.jabber.org/software/clients.php. There you can choose
the best for you. You have screenshots and links to download there.

You cannot say in general, which client is the best. Everybody prefers something else. Somebody prefers stabil-
ity the most, other one likes amount of features, other one need client to occupy small space on disk and in the
memory. And for some it is most important, how is the client looking and how does its icons in roster look like.
This site will not pronounce a verdict, which client is good and which one is not. It will only present few of
them to you. Please think of this section as package of user manuals more then ground for desision.

2.1 Just Another Jabber Client (JAJC)
Just Another Jabber Client (JAJC) is product of russian enthusiastic Delphi developer, Mikel Ivanov from Tam-
bov state university. On his site http://jajc.ksn.ru, besides stable releases, he has link to download nightbuild
versions, that means the result of his night programming. Maybe not every day, but very often he puts there new
version and types to changelog, what he edited, fixed, added. It is amazing to look his work rising bit by bit. Of-
course that's why he have not much time to make its proper documentation. And that's where JAJC community
starts http://jajc-community.net. JAJC community is association of some german JAJC fanciers, that decided to
take the load of enlightenment on them and in their conference jajccomm@conference.jabber.ccc.de and in fo-
rum on citated site they offers help and support and work on JAJC manual.

My personal experience is very interesting.

If the internet connection falls down, JAJC will automaticaly reconnect. But you loose your connection to
groupchats. Once we had problems with internet connection stability and sometimes we realized lost of
groupchat connection too late. The developers in jabber.org conference kept their hand off this problem, so I
wrote to Mmikel and ask him to do autologin to groupchats. He never answered. But about a week later, there
was this feature implemented, exactly the way i suggested. :-D

2.1.1 Features

JAJC Features

• Sending and receiving messages

• Unicode in messages, chat, groupchat and roster

• Chat

• Conferencing

• User search

• Black list

• File transfers

• Avatars

• PGP encryption keys support

• Native IMs icons

• Bookmarks
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• Smiles and URL detection in messages

• Jabber browser

• Proxy support (S4, S4a, S5 and HTTP)

• Notes

• Custom presences

• Notification's popups

• SSL support

• Import of ICQ contacts

• Encrypted message storage

• and much more

2.1.2 Download, instalation, lunching, registration
From Download section or from author's site (see Links section) download proper file and extract to any direc-
tory (recommend C:\Program Files\Jabber). You maight want to download additional files, like language and
icon set.

There is no need to install JAJC. When you download additional packages, like pluggins, just copy them to
proper directory (.../pluggins). And that is all of the instalation. After restarting JAJC you can work with this
pluggin freely.

After lunching JAJC.EXE, you will be asked to fill information about your account. Type in your username,
pasword and server address. It doesn't make any difference, if you are creating new account or logging to exist-
ing. Just check "Creat new account" if you don't have one yet. After this, you will be connected. You can return
to this dialog anytime choosing Accounts from Tools menu.

If you are successfuly logged, skip next chapter.

Figure 2.1. Lunching JAJC

2.1.2.1 Solving connection troubles

If the connection was not success at the first time, there is no need to loose your head. First you check that you
filled in all required informations right and that the server is ready (eg. command "ping server_address"). if
there is all ok, there probably is firewall in your way.

Figure 2.2. Aplikation of PING command

So now you have to figure out, where the problem is. if you connect from company net, the chance is there is
proxy server. The most comfortable way to deal this is to let JAJC to deal this by itself. Just choose "Use IE set-
tings" on Proxy card in Accounts dialog. The proper parameters will be set up automatically.

Figure 2.3. Proxy settings
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Next step to try is connection by IP. This way you eliminate 90% network problems. In fact it suffices to have
your Jabber server connection proved by ping, then you should be able to log in. You will be connected on the
proper address, no meater how is its domain name translated.

Figure 2.4. Connection by IP

In case that none of above described way would work, which is not very likely, there is still alternative to use
HTTP Polling. Just check the proper checkbox (see picture above). The port field gets unavailable, becourse
JAJC will automatically use web browser port. You can use for example address
http://netlab.cz/cgi-bin/httppoll.cgi. You must have filled proxy fields right, according to our experience it
doesn't work with automatical settings (Use IE settings option).

2.1.2.2 Advanced settings

After reading 2.1.2, or 2.1.2.1 we should be able to connect to server. But this way we would not use all the po-
tential. JAJC allows you to switch users, to define resources, secure connection etc. Let's have a closer look at
these settings.

Figure 2.5. Lunching JAJC

As seen on known picture, number of possibilities are on the first dialog.

The Account field is used for switching (at the begining afcourse for creating) users. With help of icon buttons
next to this field, you can creat new or delete existing account.

Fields username, password, Server and Create new account are already clear to us. if you want to log in auto-
matically when JAJC starts, check the Save password box, or else you will have to fill in your password each
time you start JAJC.

Next option group is concerning that famous resources. if you want to connect from more then one computer, it
is good to specify each one (e.g. Work, Home, Notebook, Palmtop etc.) Your palls will then see in their roster,
where are you connected from.

You can also define a priority to your resourse. When you connect from more computers at the time, messages
will be sent to one with the lowest number. if there is more then one resource with the lowest number of prior-
ity, Jabber tries to resolve, which one was last active.

With checkbox Automatically log on you set that JAJC will log you on after its startup, with After connect stay
field you choose which status will you have after this autoconnection.

Figure 2.6. Connect by IP

The Connection card is quite in detail described in 2.1.2.1. There only three checkboxes left. Here is their mean-
ing:

By Use SSL box you define that you want to use secure connection. In default, Jabber uses non-secure connec-
tion on 5222 port, for secure connection port 5223. About security and PGP keys we will talk later.

Some servers can't deal with encrypted passwords. By checking Use plain text passwords, JAJC will send plain
text to server instead of encrypted password. Should be used only with secure connection.

In case of need you can store your settings (such as avatars, roster etc.) localy to registers instead of server. This
can be done by checking Store all settings locally.

By Server doesn't support "x" element in roster...{FIXME}
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Then there is Import SSL certificate button, wich opens dialog of choosing *.cer file with binary certificate.

We won't go to further details about Proxy settings card here. We bet the meaning of each field is fully under-
stable from its label.

2.1.3 Main window
In fact, main window is the roster. From the very beginning there is Agents group, in which your server is pre-
sented. This group will automatically grow according to services which you will register, plugins you will install
etc. Ofcourse you will create new groups and proper contacts in them.

Under the roster, there is presence button. You can change your status very easy to Online, Away etc. There also
is an option to exit the program or to log out. Additionaly you can create your own status - just choose proper
kind of status and type your own text.

In the upper of roster, there is a toolbar with icons. First one, the bulb, is main menu.

By the second, Show only online users, you can define, whether to show all your buddies, or just those who are
online at the moment. This is very useful when you have higher number of contats and they will not fit in the
window.

The third icon is Jabber Browser. You can browse the Jabber environment, particular servers and see, which ser-
vices it offers, what active groupchats there are, how many people is in them at the moment and so on.

Next button is Notes. By pressing it you lunch a mini text editor to type a note. You can name it, secure it with a
password and save it on the server. These notes will be accessible to you anywhere.

Next one is Headlines. This is usualy used to inform you about new mails in MSN or Yahoo. Very comfortably
can be used as a RSS reader, see later.

The last one is icon for managing bookmarks. You can organize bookmarks of conferences and common URLs.

Maybe the first thing we would want to change is to choose our personal language and skin. Both can be done
through the main menu. But you have to download the proper files. You can get several localisations from au-
thors web http://jajc.ksn.ru. Skins support classical formats(*.uskn, *.kskn, *.xskn, *.mskn, *.msstyles), so you
can get them e.g. on http://themexp.org []. I use Corona skin for example.

Figure 2.7. Changin language

Figure 2.8. Changing skin

The language and the skin can be changed dynamicaly, with no need to restart JAJC.

2.1.3.1 Pop-up menu

By right-click on any item in roster, the pop-up menu will be shown. Ofcourse it will depand on type of the item
etc., but in common it will look like this:

Figure 2.9. Pop-up menu

By the first choices you can send simple message or start chat. Which one of these alternatives will be default to
lunch by doubleclick, you can define in the preferences.

If you lunch this menu over your own account from different resource, the Fetch unread messages choice will be

2. Client

19

url(http://jajc.ksn.ru)
url()


shown. You can then fetch those messages to see them.

Next choice is Invite to. if you have are involved in any groupchat, you can invite other buddies to talk in it this
way

If you have File X-fer plugin installed, the next choice is to send a file from your disk. You just select the re-
quired file, type some note, choose the type of transfer and click OK.

If you have Push-To-Talk plugin, send the voice by IP by the next choice. if you have Buzz plugin, you can
send your buddy a notice, sort of alarm.

vCard is digital bussiness card. By this choice you can see your pall's vCard detailed.

Client information is in fact a submenu providing data about connected client of your friend. The most imortant
item is Version, showing the type and version of client and operating system, that your friend uses, and Time,
showing his time - very usefull if you have a number of contacts in different time zones. Very usefull is also
Last time, showing the time of inactivity of your friend's client, meaning the time your friend did not type any-
thing to anybody. By the Browse choice, you can access any described option in Jabber browser. Discovery info
will show all the element's inforation according to the protocol.

Message history lunches new window, in which you can see your dialogs with this particular contact. You can
choose, how old history will be shown. Also you can search in the history.

Figure 2.10. Message history window

Searching an expression is also provided by another choice. Type a regular expression for searching and JAJC
will show all the dialogs with this contact, in which this expresion was used.

To each contact you can add your own note. E.g. if you "meet" new friend, write down a few notes about him, it
will be very useful at next meeting.

Presence is another submenu. By sending presence you let a particular contact know your real status although
you are invisible. By hiding presence on the other hand this contact will not see you online, although other will.
You can set these states permanent by Blacklist and Whitelist. To see someones presence, you need to be autho-
rised by him. An authorisation request will be send by Subscribe choice. if you don't want somebody to have
you in his roster any longer, you can let him know by Unsubcribe choice. But the decision whether delete you or
no, is on him.

Figure 2.11. Autorization cancellation request

By Verify sign choice verify PGP signed presence status of user. It's active only for contacts with signed status.

Next choices are about management of your roster. You can rename any contact, move it to another existing
group or create new one and delete the contact from roster.

Through Advenced submenu are more choices available.

You can choose your own Icon set, if you want e.g. contact to look like ICQ or special icons to show the
weather{LINKS}.

By Block contact you add this person to Blacklist, which means he can no longer send you any message.

By adding him to a Visible list on the other hand, you let him to see your presence even when you are invisible.

Transcoding can be used for messages from this contact, to be displayed correctly.

By Copy text to clipboard you copy particular nick, by Copy JID to clipboard you copy its proper JID and re-
source.
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Through PGP submenu you can set future messages to this contact to be digitaly subsribed, encrypted or both.

With Hide choice you hide this contact from your roster. You can move it back from menu Tools, Preferences,
where is their list.

The last choice is Hotkey, with which you can set a hotkey for sending message or groupchat to this contact.

But if you lunch this menu over your own account from different resource, the last choice is Logoff, which will
log off that resource.

2.1.4 Main menu
Main menu is accessible by clicking on bulb button (a bulb is a kind of symbol of jabber). In next chapters we
will get more detailed through some of those items. Right now we will just do with note that Exit closes the
client, About opens window wit some information about JAJC and MMikel, SSl Properties opens window about
SSL certificate and that Skin was mentioned in prior chapter. So let's have a look at other items.

Figure 2.12. Main menu

2.1.4.1 Add contact

After clicking on this item JAJC offers us to add contact to roster by JID or from one of the transports (ICQ, Ya-
hoo etc.) if you are about to use transports, you must register them first - see 2.1.4.3. Instead of JID you use con-
tact identifier in that particular network in this case, but the process is quite the same, so we will describe it at
once.

Figure 2.13. Add contact dialog

Dialog for adding contact consists of JID field, in which we type the one's identifier, Nick field, in which we fill
the name to be shown in roster, and Group to which the contact will be added.

Next options are about authorization. By checking Subsribe for presence info you let your new contact to see
your presence, by Automaticaly authorize you let him to add you to his roster with no need to authorize him.
You can also add your own text for authorization request, in Request field.

Allow empty node field provides ability to add JIDs without @ sign (for example some transports)

And this is shown to your friend when you added him to your roster:

Figure 2.14. Autorization dialog

2.1.4.2 Find contact

Searching contact can be done using several criterias. List of JUDs is generated to menu according to what
server provides. The exact layout (and e.g. in ICQ directory offered items too) depands on particular JUD, so we
wont go to much details here. You just fill in the informations you know about your contacts and press Next. if
searching is successful, in the search results window will be shown list of all users matching our criterias.

Figure 2.15. Search result
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2.1.4.3 Register service

This section describes registration of different transports, JUD and other services. The registration process is
very primitive.

Figure 2.16. Registration

From menu choose directory, service or transport, that you want to register. This will lunch a window to fill in
your data. When registering transport like ICQ, Yahoo! Messenger, AIM, MSN you type only your identifier in
particular network and proper pasword. And that's all folks. It really is so easy. When registering to user direc-
tory (JUD) you can fill more items. Just type what you are asked and click Next. You will then see a window of
registration process result. Proper agent will then be placed to your roster and now you can profit from service
advances. if your server offers it, you can register Headlines the same way. In case that your server does not of-
fer it, you can use Jabber browseru to find any other that does.

Figure 2.17. JUD Registration

Figure 2.18. Registration successful

2.1.4.4 Import contacts

JAJC offers quite comfort tools for adding contacts to your roster. It ain't necessary to add one by one, you can
import whole files. Menu provides several alternatives:

- From ICQ contacts. Choose *.dat file from your ICQ directory and process it. In comprehensive window
choose which contact to which group will be imported and press Add.

- From clb file. Pretty identical method.

- From roster.xml. Imports directly roster from xml file.

- From another account. if you run different accounts on one somputer, you can import contacts from one to an-
other. In advantage you can use so-called Server mapping, which changes server name of chosen contacts.

Figure 2.19. Import of contacts from another account

2.1.4.5 Send message

Sending messages is the very first feature of IM systems. To proper window you type JID or choose it from ros-
ter (you also can have a look on his vCard) and press OK.

Figure 2.20. Message repicient

In chat window, type your message (ofcourse you can use different fonts, colors, heights as well as nice smi-
lies). We will descuss message window detailed later.

2.1.4.6 Join/Creat Groupchat
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After choosing this item you will be asked to fill server address and a name of existing or just creating room and
your nick. if the room is protecdes by password, type this too. After pressing OK you are in groupchat. About it
later.

Figure 2.21. Groupchat identification

2.1.4.7 Today correspondets

This item opens a window with list of users we chated with this day. Using a button you can extend this list of
users you chated with yesterday, past 3 days or last week. After doubleclick on certain contact, a message his-
tory with this user is shown.

Figure 2.22. Today correspondets

2.1.4.8 Tools

The last, but the largest section of our describtion of main menu is Tools item. Including next submenu, let's see
it detailed.

Figure 2.23. Tools Menu

Accounts menu is already been described on the beggining, Preferences will be described at the end of this sec-
tion becourse of its largeness.

In plugins submenu are generated links for setting of additional moduls (required to have proper *.dll file in di-
rectory /plugins).

Language is the choice of language. Choose the proper file (*.lng must be in the main JAJC directory) and you
will see some information about it. After clicking on OK button the language is set to the new one imediately,
with no need to restart JAJC.

Avatar is great idea, even it is not supported in the Protocol. Every JAJC user can choose a little picture (*.jpg,
*.gif, *.png), with which he will be presented in message windows, presence popups etc.

Personal vCard is your bussiness card. You can fill some information about you there, which will then be sent
on request to others.

Search for unused contacts je great tool for cleaning your roster. Just type amount of days and JAJC will find all
contacts you haven't talked to for this typed period.

Figure 2.24. Unused contacts

From security reasons it is recomended to change your password once in a while. Using choice Change pasword
from Tools menu it is very easy to do. Just type your old password, the new one and its confirmation, click OK
and it is done.

The last item is Remove account from server. I guess this needs no further explanation.

2.1.4.8.1 Preferences

So let us have a look at incredible possibilities of by all means settings.
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2.1.4.8.2 Messages

The first card in Preferences covers messages.

Figure 2.25. Preferences - Messages

List of options

• Show errors - when an error accures, JAJC decode its number and shows its describtion.

• Process smiles - converts predefined text values to pictures.

• Strict smiles detection - Smiles are detected better, there should not take place fake smiles e.g. in times-
tamps.

• Treat chat messages as normal - All the chats will be shown in message window.

• Treat normal messages as chat - Incoming messages will activate chat window.

• Word wrap - Long messages will be divided to more rows, you will not have to use horizontal scrolling.

• Show time in chat/groupchat messages - With every message in chat and groupchat will be shown its send-
ing time.

• Show user status in chat - Changes of user status will be shown as a new message in chat window.

• Chat messages loaded by default - The choice of time period of which the message history will be shown
when opening chat window.

• Delete messaages older than - Automatical removing too old history.

• Disable displaying XHTML in messages - There will not be text formatting shown in messages (e.g. font,
color,...)

• Remember last font style - Using the same font in chat as the last time.

• Plain text formating in chat and groupchat - Messages are shown as plain text, you can select more rows etc.

• Disable sending message reading confirmation - Message reading confirmation will not be sent.

• Allow carriage return in chat/groupchat - Allows user to type more rows per message in chat (similar to
sending messages) - sending is done by Ctrl+Enter.

• Message composer always in advanced mode - Message window is allways in advanced mode, you can send
contacts, links, send to more users etc.

2.1.4.8.3 Popups

Figure 2.26. Preferences - Popups

List of options

Note: if Popup is not checked, the proper window will not be shown, but you will be notified by blinking JAJC
icon in taskbar.
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• Popup normal messages - Incoming message will activate proper window on desktop.

• Popup chat messages - Incoming chat message will activate proper window on desktop.

• Popup headlines - Incoming headlines message will activate proper window on desktop.

• Popup system messages - Incoming system message (e.g. subsribtion aproved) will activate message win-
dow.

• Popup errors - when an error accures, it will be shown in message window.

• Popup authorization requests - Incoming authorization request activates dialog with proper options.

• Show notifications - In bottom right corner of sreen will show a litle quick window to notify you each time
somebody turned online etc.

• Selective notifications - You will be notified only about buddies you have selected by pop-up menu, ad-
vanced, show notifications.

• Show advanced notifications - Will show all incoming requests, like client version, time, last activity etc.

• Show messages notifications - In bottom right corner of the sreen there will be shown a quick information
about incoming message.

• Disable all popups in DND - In Do Not Disturb status, none of incoming message will be shown, it will just
blink in tray.

• Display events - In bottom right corner of sreen or in statusbar of message window will be shown events of
your companion:

• Request "ofline" event - Companion is not available.

• Request "delivered" event - Companion got your message

• Request "displayed" event - Your message has been dispayed to your companion.

• Request "composing" event - Companion is typing a message to you.

• Events in chat's status bar - Events will be shown in chat window statusbar instead of bottom right corner of
the sreen.

2.1.4.8.4 PGP

Figure 2.27. Preferences - PGP

If you have personal PGP key (available to download from http://www.pgpi.org/ for free, to install and to gener-
ate in few minutes), you can subscribe and encrypt your messages to aviod reading that message by anybody
else then your buddy with the right key.

List of options

• Use this key for sign - The choice of your primar key for signing.

• Show "existing association" confirmations - We can assign certain public key to each contact, so JAJC will
recognize what key to use to decrypt a message.

• Encrypt outgoing messages with following additional key - The choice of another key for multiply encoding.
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• Add PGP info into chat messages - Kind of subscribtion with PGP information.

• Duplicate encrypted message at message body - {FIXME}

2.1.4.8.5 Roster

Figure 2.28. Preferences - Roster

List of options

• Show IM's icons in roster - Icons of each contact respect the proper transport.

• Auto expand group contains unreaded messages - When a message comes from contact, whose group is
minimised, the group is expanded to see blinking icon of the contact.

• Double click action - Choose if doubleclick on certain contact lunches message window or chat window.

• My own resources - Define your name for this group.

• Bookmarks - Define your name for this group.

• Agents - Define your name for this group.

• Not in roster - Define your name for this group.

• Defoult group name - Define your name for this group.

• Use incremental search - A type of searching when you enter some letters and the pointer dynamically
jumps to the the contact name with these letters on the beginning instead of a small quicksearch window ap-
pearing when you set focus on roster window and enter some letters.

• Display status in roster - A status message will be shown by each contact in roster.

• Word wrap - When displaying status in roster, the status messages is devided to more rows if needed.

• Place online contacts first - When showing all (not only online) contats, the online ones will be placed first,
then offline ones.

2.1.4.8.6 Security

Figure 2.29. Preferences - Security

List of options

• Automatic acceptance of subscribtions - Incoming authorisation request will be automaticaly accepted, You
will be noticed that somebody has put you to his roster.

• Automatic acceptance of subscribtions fulfil following regexp - Requests of users having string in JID like
in this field will be automaticaly accepted.

• Automatic reject of subscribtions fulfil following regexp - Requests of users having string in JID like in this
field will be automaticaly rejected.
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• Use encrypted messages storage - Local history storage is encrypted, you cannot read it by any text editor.
No need to have PGP key.

• Accept messages only from authorized users - Users which are not in your roster, cannot send you any mes-
sage.

• Black list - List of blocked contacts. These users cannot send you any message.

• Remove - Removes selected Black list item.

• VCard - Look at selected Black list item's vCard.

• Clear - Completly clear Black list.

• Visible list - List of users who will see your real presence even when you're invisible.

• Remove - Removes selected White list item.

• Clear - Completly clear White list.

2.1.4.8.7 Sounds

Figure 2.30. Preferences - Sounds

List of options

• Sounds table - List of all possible sound effects of certain actions. By checking or doubleclick in any row
you activate a window for choosing proper *.vaw file.

• Play - Plays the selected sound effect.

• Disable all sounds in DND - In Do Not Disturb status, JAJC will not play any sounds.

2.1.4.8.8 LookAndFeel

Figure 2.31. Preferences - LookAndFeel

List of options

• Default font - Font used in roster and menu.

• Default font size in messages and chats - Default size of letters you type.

• Smiles set - The choice of smiles set. *.jisp is in fact nothing then renamed *.zip file including definition
xml file and bitmap pictures.

• Default iconset - Set of roster icons for contacts that have not explicit defined different. This option will af-
fect JAJC icon in system tray too.

• Avatar's support - JAJC will process avatara, which are small pictures assigned to users.
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• Avatars in editor/viewer - Avatar of our companion will be shown in message/chat window with him.

• Avatar per message in chat - By every message of chat there is message author's avatar shown there.

• Per contact window settings - Window settings are stored separately for every companion.

• Flashing Scrolllock led - Together with JAJC tray icon will blink Scroll lock led on keybord.

2.1.4.8.9 Startup

Figure 2.32. Preferences - Startup

List of options

• Start with Windows - After loging to windows JAJC will always be started.

• Silent startup - while JAJC starts, the splash screen is not shown.

• Show main window after start - Show roster after start instead of having it hidden in system tray.

• Disable multiple instances - Will not allow to start more then one client at the time.

2.1.4.8.10 Misc

Figure 2.33. Preferences - Misc

List of options

• Stay on top - The main JAJC window will always be above all others, if not being minimized.

• Autoaway interval - Time period of your inactivity, after which JAJC will automatically change status to
Away.

• Autoaway status - The choice of status concerned as Away to be automatically set.

• Shutdown transports in AA mode - When being Autoaway, disconnect from all transports.

• Autohide - The time period, after which will be main window automatically hidden.

• Masquerade client version - On version request JAJC will return fake client. Useful if you do not want any-
body to know you use JAJC.

• RightClick on tray icon raise - The choice of action after right click - Main menu or status menu.

• Automatically reconnect after disconnect - When the network is unstable, the client gets disconnected from
server. JAJC is able to automatically reestablish connection in this case.

• Do not hide main window by single click on tray icon - Does not need any explanation.

• Check messages by ASpell before send - if you have Aspell dictionary installed, you can use it for grammar
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correction of sending messages.

• Default dictionary - The choice of Aspell dictionary.

• Display "exit" in state menu - Besides choosing status you can quit the program too from state menu.

• Prevent "offsreen" windows positions - Disables moving JAJC windows beyond sreen borders.

• Force nicks from vCards - Nicks in roster will be automatically generated from contact's vCard.

2.1.4.8.11 Groupchat

Figure 2.34. Preferences - Groupchat

List of options

• Auto accept groupchat invites - After groupchat invitation comes, automaticaly join that groupchat.

• Minimize to tray - After minimizing groupchat window it will not stay in toolbar, but in tray.

• Disable close button - Disables closing groupchat window by windows properties.

• Show user status in groupchat - Show changes of user's status as message in groupchat.

• "Blink" server messages - server messages start window icon blinking.

• Show groupchat's notifications Zobrazit notifikace v GroupChatu - Notifikace se budou zobrazovat jen v
okný zprßv, ne v konferenci.

• Hide server messages - The server messages (e.g. somebody has become available, was kicked out, renamed
etc.) will not be shown.

• Message logging - Local groupchat messages history storing.

• Groupchat messages loaded by default - Time period of messages history to be loaded when opening
groupchat window.

• Auto join rooms - The list of groupchats to be automatically join after JAJC starts.

• Remove - A button for removing selected groupchat from autojoin list.

2.1.4.8.12 Hotkeys

Figure 2.35. Preferences - Hotkeys

List of options

• Hotkeys table - The list of commands and their hotkeys. Hotkey can be added or changed by doublecklick
on proper row.
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2.1.4.8.13 Hidden users

Figure 2.36. Preferences - Hidden Users

This Preferences card will only be shown when you have somebody hidden from roster by Popup menu.

List of options

• Hidden contacts table - The list of contacts that you have hided.

• Unhide - A button to move selected contact back to roster.

2.1.5 Message

Figure 2.37. Message window

Message window contains field for text input, status bar beneath and menu (optionaly tabs) above

In status bar, there is number of typed letters shown. In case of incoming message there is also a type of mes-
sage and reception time.

Above input field of Message tab, there is visual tools bar. From right there is a button for smiles input, next to
it button allowing usage of letter styles. After pressing it more elements get available: underline, italic and bolt
style buttons, color, size and font. Notice that not all clients support styles, so maybe you companion will see
your message as a plain text.

If your companion has an avatar defined, it will be shown in upper right corner of input field. Above it there is
flag of country, where the person is from - if the person has it defined, ofcourse.

Above input field there also is menu of message. First item is named as the contact nick and in fact what it is, is
pup-up menu well known from right click on roster item.

The next one is Message. Here you can add message subject (as in classical mail), choose the type of message
(Normal, Chat or Headlines. By setting editor to Advanced mode you see another tabs next to Message, particu-
lary URL, Contact list and Recipients. This way you can add any link and even contats from your roster to mes-
sage. And you can send this message to a number of recipients.

Next option is Allow empty messages, which will disable checking the message for empty string before sending.
When having PGP key installed, you can encrypt message, digitaly sign it or both. The Preferences item will
take you to Messages card in Main menu tools.

Next menu is Message history. This will open message history window, where you can see the history of des-
cusses with this contact, with feasibility to choose, how old messages to be shown.

The last menu is Send. You can send your message to choosen recipent (or recipients) by this. You can also
send it by Ctrl + Enter.

Figure 2.38. Contact acceptance

Figure 2.39. Link acceptance
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Recipient can comfortably process this message. To add contact to his roster or link to his bookmarks

2.1.6 Chat
A message is used for single long notice sending. A chat is used for online thoughts exchanging.

Figure 2.40. Chat window

Chat window is devided into two parts. In bigger upper part, there is chat history displayed. In smaller field un-
derneath you type your messages. Underneath it, there is status bar showing what your companion is doing right
now (writing message, got yours etc.)

There are two button in right of input field. First one is send a message (available by Enter or Ctrl + Enter too).
Second one is button to stop rolling history field. Without it pressed, the history is automatically being rolled to
the last message each time a new message comes. But if your companion is too quick, you cannot catch every-
thing he posted. After pressing this button you can read all the messages at a standstill and roll the window man-
ualy.

Between input and history fields, there is visual tools bar. From right there is a button for smiles input, next to it
button allowing usage of letter styles. After pressing it more elements get available: underline, italic and bolt
style buttons, color, size and font. Notice that not all clients support styles, so maybe you companion will see
your message as a plain text.

If your companion has an avatar defined, it will be shown in upper right corner of history field. Above it there is
a flag of country, where the person is from - if the person has it defined, ofcourse.

Above input field there also is menu of chat. First item is named as the contact nick and in fact what it is, is pup-
up menu well known from right click on roster item.

Second one is Chat. By enabling "Autoclose" mode, the chat window will be automatically closed after sending
a message. Allow carriadge return disables sending messages by pressing enter. You can then write more-rows
messages and send them by Ctrl + Enter. if you have PGP key instaled, you can encrypt message, digitaly sign it
or both. Next item allows you to save you chat as html page, next allows you to print it (priview, borders defini-
tion etc. included). The Preferences item will take you to Messages card in Main menu tools. The last one is
Close, which will close this particular chat window.

Next menu is edit. Including classical set of tool for text editation, such as Undo, Redo, Cut, Copy, Paste,
Delete, Select All. Needless to say these tools are applicable in input field and not in field displaying messages
that have already been sent to internet.

View menu covers editation tools for history field. You can Copy it to clipboard, Copy URL from the chat
(JAJC will offer you the links that have been posted in this particular chat), Add the link to Bookmarks, Clear
all the window contents and history logs, and Select all.

The last menu of this window is Messages, which allows you to see all the messages history in choosen time pe-
riod or ever.

2.1.7 Groupchat
Just as conference, also called groupchat, in fact is a special type of chat, the groupchat window is a special type
of chat window. Therefore we will descuss mainly the differences from chat window in this paragraph.

Figure 2.41. Groupchat window

The first thing to mention is a list of users in right column. Moderators have red angry face by their nick. Nick
font color of users is generated just in the client, so different user will se the colors different. Under this list,
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there is a status choice field.

Another differencies are in menu. The first one is Groupchat. You can change topic of groupchat by Change
subject item, if you have permission. You also can change your own nick in groupchat. Than you can Clear,
Save and print the history, as you know it from previous section. Preferences item takes you to Messages and
Groupchat cards of Main menu Tools. Next items are Add to bookmarks, which will add groupchat identifica-
tion data to bookmarks and Autologin, which will add this groupchat to list of ones that will be automatically
joined after JAJC starts (or reconnects)

Messages Menu we allready know, it displays the messages history in time.

Invite Menu shows the list of our friend by our roster groups. By choosing one contact, the invitation to this par-
ticular groupchat will be automatically sent to him.

Figure 2.42. Groupchat invitation

Invited user will join this groupchat just by clicking on OK button.

Moderator has also Tools menu available. By this you can view and edit Voice list, Ban list, Member list, Mod-
erator list, Admin list and Owner list. Also you can destroy the room or edit its properties by Owner's form.

Figure 2.43. Owner's form

Note: To increase clarity in groupchat talks, use addressing of your messages by adding "nick:" prior to the mes-
sage itslef. JAJC can help you by so-called quick-nick. In groupchat window press Ctrl + Space. A list of users
shows up, and you choose the recipient. This nick will then be copied to groupchat input field.

2.1.8 Jabber Browser
Jabber browser is a tool to browse on Jabber entities, such as servers and their services, groupchats etc. The win-
dow itself is quite similar to web browsers. Jabber browser can be lunched by the third button in main window.

Figure 2.44. Jabber browser

Above all there is navigation bar with Back, Forw., Stop, Refresh and Home buttons. Beneath it there is there is
address input field, in right (...) button for choosing server from the list, Refresh and a button for cleaning the
drop-down list of previously browsed jids from the field on the left. The main window part is result table and
left menu column. Right in the botton the ofcourse is status bar.

So, fill the server or any entity address to proper field (every Jabber entity, servers, conferences, services etc.
has its unique address - e.g. hauz@conf.netlab.cz/Tvrdiaak is user Tvrdiaak in room hauz on conf.netlab.cz
server, but icq.netlab.cz is ICQ transport service). So after filling the proper address, the result table will display
the list of all sub-entities, e.g. services of the server. According to result type,the left menu will change buttons
to gather information or do actions. Underneath this menu, there is a name of curently viewed entity, its cate-
gory and XML namespaces, which basicaly means what all does the result allow. Besides this left menu buttons,
you can lunch contents menu with these possibilities by right-click on proper entity.

Let us show the practical usage of Jabber server on example. Let's say you want to send messages to ICQ from
Jabber. You browse several servers till you find one which offers service of icq category. Right-click on it and
choose Registration. then you will see a window known from 2.1.4.3 chapter and then follow it on.

2.1.9 Headlines

2. Client

32



Headlines are special kind of messages with certain information value. It is often used for RSS reading. JAJC
offers special window to process this kind of messages. This window is available by the fifth button in main
menu.

Figure 2.45. Headlines

The window has two parts - senders list in left and headlines in right. By Headlines button we make a choice,
how old headlines to be displayed, by Close button we close the Headlines window.

Let us explain the headlines usage on practical example. Let's say we want to have in headlines news from some
particular magazine. And we found a news server providing RSS output. Now we have to find RSS robot and
add him to our roster (e.g. jabrss@jabber.at). Send it a message "subscribe url", where url is address of chosen
RSS page. Since now we will get RSS news from this robot. But it will be shown as a normal message. So to
make it process by Headlines window, send that robor message "set headline". That's it. Just for the sake of
completeness, if you want no longer these headlines to be sent to you, send robot message "unsubscribe url".

2.2 PSI
According to my informations, PSI tends to be the most popular Jabber client. It also is well documented, there-
fore we will not describe it here too much. Let's just have a look at quick, picture-based manual, as it was pub-
lished at njs.netlab.cz site by petval <at> njs.netlab.cz.

Detailed documentation is to be seen at http://psi.affinix.com/psi_docs.

2.2.1 Download, installation, start, registration
In Download section, or from destination mentioned in Links section can be this client downloaded and in-
stalled. Once it is started, you can create your new account.

Figure 2.46. Profile choice

Figure 2.47. New profile

Figure 2.48. Add account

Figure 2.49. Registration

2.2.2 Properties of the new account
Account setting and password storing.

Figure 2.50. Account

Nowadays, when providers have the obligation to archive and packets can be catched by 10-year child, a 128
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bits SSL encryption is necessity.

Figure 2.51. Connection

For cennection behind the firewall, just click on edit, choose proxy name as you wish, and choose HTTP Con-
nect as a type. The address and a port will be found in your browser settings. if needed, fill in the authentization
data.

Figure 2.52. Connection through proxy or firewallem

Next step, we set public informations for our account.

Figure 2.53. Detail

Sreenshot of the last card shows the most comfortable settings. Take care if the history is stored in public shared
directories. Being healthy paranoid, encrypt \Documents and Settings\%username%\PsiData directory :)

Figure 2.54. Settings

2.2.3 Main window
In short, this is how the PSI client looks like:

Figure 2.55. Main window

2.2.4 Services and gates

Figure 2.56. Main menu

On next picture you see the list of services provided by that particular server. JIT is transport to ICQ, which has
to be registered on the server you created your Jabber account on.

Figure 2.57. Services Browsing

ICQ transport registration: Just fill in your UIN and password.

Figure 2.58. Registration
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2.2.5 Contacts
Adding contact is done from menu available by PSI icon.

Notice the option authorization request. Authorization must be subscribed by both sides to communicate! Of-
course you can subscribe it just temporary, remove, return...

Figure 2.59. Main menu

Figure 2.60. Adding contact

Figure 2.61. Adding ICQ contact

Figure 2.62. Filling JID

Figure 2.63. Autorization

2.2.6 PSI Settings
This is your choice. To easy it to you, I show you mine.

Figure 2.64. Application

Figure 2.65. Chat

Figure 2.66. Events

Figure 2.67. Status

Figure 2.68. Advanced

2.2.7 Groupchat
You can join groups even on different servers, e.g. conference.jabber.cz
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Figure 2.69. Groupchat

2.2.8 PSI and asymetric encryption on Windows
2003/XP/2k
You need functional installation of GnuPG [http://www.gnupg.org/(en)/download/mirrors.html], especialy ac-
tual windows version: gnupg-w32cli-1.2.4.zip
[http://gulus.usherb.ca/pub/appl/GnuPG/binary/gnupg-w32cli-1.2.4.zip]. Functional condition is to have exe-
cutable files directory path in system vyriable PATH. Before GPGshell installation do logout and login. There is
some kind of bug causing the fact, that GPGshell will not find GnuPG in path, if you install it right after the
GnuPG installation.

Figure 2.70. Encryption settings

Optionaly you can use GPGshell [http://home.datacomm.ch/winzozzz/gpgshell_en.html], or other GUI for con-
sole GnuPG. Ofcourse you can use it manualy. Here is the manual
[http://www.jfrisch.de/GPG-Install/Seiten-englisch/installation-e.htm]. Now a small tip: if you use Outlook or
Outlook Express, here [http://www3.gdata.de/gpg/] you can find free plugins for mail encryption and subscrip-
tion.

To ease this manual creation, i have two accounts in PSI, each one with different key. First step is you need to
modify your jabber account properties and to assign it a private key. In case of being this option inactive and
you are sure you have PATH variable set correctly, try relog or restart. It is unlogic, but it helps.

Figure 2.71. Key choice

Figure 2.72. Sercet key

When loging in, you will be asked to type a password to that key, if you won't choose to remember it in PSI.

Figure 2.73. Type a password

Having your partner's public key imported to your keys, assign it to the proper contact.

Figure 2.74. Delegate your key to your partner

Figure 2.75. Public key

Remains to switch encryption on ...

Figure 2.76. Encryption switching
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...and Big brother's internet eyes just went blind. To avoid these eyes in your system, that is now just your job ;-]

Figure 2.77. Encrypted communication

2.3 Exodus
Exodus is a windows client, although i would guess it is more like a linux client becourse of the control, like
context menu etc. It is descendant of former very popular WinJab. It is smaller, quicker and ofcourse including
many new functions. It is great for work with more accounts.

2.3.1 Download, installation, start, registration
From Download section or from Links download the client and install it. The installation is very easy and quick,
including the choice of components. The program will be installed to c:\Program Files\Exodus.

Figure 2.78. Instalation

After installation, start the client from windows start menu or by shortcut on the desktop. An account informa-
tion input window shows up. On the first tab, Profile, type in required information, your name, password, server,
optionally resource. In case of creating new account, just check "This is a new account".

Figure 2.79. Account

On the next tab choose a type of connection (normal or via HTTP), priority, optionally server address and port.
The SSL tab is used for security definition, SSL certificaate import etc. On the Proxy tab choose the type of
used proxy server and informations needed to connect to it. Finaly HTTP Polling tab is designed for typing ad-
dress, which you will tunnel the connection through.

2.3.2 Main window
As usual, the main window is formed by groups devided roster. Under it there is a state changing button
(although here it is not real button, but more a link. Above the roster, there are buttons for switching online
users / all users view, adding new contact, conferention and searching. Above all there ofcourse is main menu.
On picture below you can see main window with events docked. The second card is chat:

Figure 2.80. Main window

2.3.2.1 Pop-up menu

Right click on certain roster item activates context (popup) menu.

First choice is Chat, which opens chat window, as well as Message opens Message window, including message
topic view. Send File option opens file selection dialog for File Transfer Manager.

Figure 2.81. File Transfer Manager

2. Client

37



Invite to Conference sends a groupchat invitation to this particular contact. Choose a conferation you are logged
in at the time, optionaly you can change the invitation text or choose more contacts to be invited.

Figure 2.82. Groupchat invitation

You can send this contact to a friend of your's by Send Contact To. It opens contact list, with the option to type
JID manualy. Client Info group includes those popular tools Version Request for resolving client type and ver-
sion and his OS, Time Request for resolving, what time your buddy has where he lives, and Last Activity bring-
ing the information, when was he last active.

The next group, Presence, includes commands Send Visible for sending your real presence, Send Invisible for
hiding your presence and Subscribe again for sending authorization request.

By F2 key or by the next popup menu item you can rename this contact. Next item activates the default web
browser showing the history of chat with this contact.

Under line we have another items, Block for blocking messages from this contact, Remove for deleting him
from your roster and Properties for viewing his vCard.

Figure 2.83. vCard

2.3.3 Main menu
Main manu consists of three items: Exodus, Tools and Help.

Exodus Menu starts with Sign on/off item to login or logout your account. Next one is View for choosing the
view of toolbar and messages, Clear Instant Messages for deleting the overview, Send instant message which
opens message window, start Chat opens chat window, Join a chat room launches conference wizard, Register
with a service starts a service registration, Change Password allows you to change your account password and
Exit quits the application.

Figure 2.84. Groupchat choice

Tools menu seems to be a little more complicated. The first item is Contats. It is a submenu including Add Con-
tact, Remove a Contact, Contact's Message History, Contact Properties, Find Contact in Roster, Find contact
again , Search for a Contact, Show only online, Add Roster Group and Subscribe for presence, which in my
opinion need no further explanation.

Next one is Presence submenu. This one includes options for status choice, with definition of your own, and
with single switching (Toggle).

Figure 2.85. Status definition

The next item is edit my registration, which launchces the registration vizard, to edit your information or to
delete the account. edit my vCard/Profile item is used for editing your own vCard, Lookup a vCard for viewing
vCards of others. Add a bookmark adds a bookmark to defined groupchat, Jabber Browser will be desribed later.
Server info brings the information about server version and time, Show Debug XML opens a console displaying
XML communication between client and server, Plugins{FIXME}. Options will be described right in the very
next chapter, now let's have a short look at Help.

Help Menu contains a link for official english Jabber manual, Exodus homepage, feature request input, error re-
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port, links to Jabber.org a Jabberstudio.org and ofcourse brief introduction About.

2.3.3.1 Options

Exodus brings a lot of settings options, devided to some groups. Let's have a closer look.

2.3.3.1.1 System Options

Figure 2.86. System Options

2.3.3.1.2 Roster Options

Figure 2.87. Roster Options

2.3.3.1.3 Roster Group Options

Figure 2.88. Roster Group Options

2.3.3.1.4 Subscription Options

Figure 2.89. Subscription Options

2.3.3.1.5 Fonts and Colors

Figure 2.90. Fonts and Colors

2.3.3.1.6 Window Layouts

Figure 2.91. Window Layouts

2.3.3.1.7 Window Options

Figure 2.92. Window Options

2.3.3.1.8 Notification Options

Figure 2.93. Notification Options

2. Client

39



2.3.3.1.9 Message Options

Figure 2.94. Message Options

2.3.3.1.10 File Transfer Options

Figure 2.95. File Transfer Options

2.3.3.1.11 Auto Away Options

Figure 2.96. Auto Away Options

2.3.3.1.12 Notification Keywords

Figure 2.97. Notification Keywords

2.3.3.1.13 Blocked Contacts

Figure 2.98. Blocked Contacts

2.3.3.1.14 Presence Options

Figure 2.99. Presence Options

2.3.3.1.15 Connection Options

Figure 2.100. Connection Options

2.3.3.1.16 Application Plugins

Figure 2.101. Application Plugins

2.3.4 Message

Figure 2.102. Message window
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Message window is pretty simple. Up above all, there is a link to the recipient, below it field for inputing subject
of the message and below this there is input field for the message body. This specification is closed by buttons
Send for sending the message and Cancel for discading it.

By clicking on the recipient link, pop-up menu shows up. First item of this menu displays the history of mes-
sages with this contact, second one will delete it. Show Profile diplays his vCard, Client Info again brings popu-
lar tools for resolving client version, time and inactivity period. Block Contact adds user to black list, Send File
opens file selection dialog for transfer. Under line, there may be the list of resources, where this contact may be
connected from, so you can easily choose, where this message will be send.

Right click in input field activates the classical choice of Copy and Paste.

2.3.5 Chat

Figure 2.103. Chat Window

To compare chat window with message window, first one has no subject field, but has history field. Input field
is just one row big. Big difference is also in pop-up menu. First, right click in input field brings besides the clas-
sical tools Cut, Copy and Paste also Emoticons (Ctrl + E), to input a smiley picture in the message. Another dif-
ference is in contact menu.

Some items of this menu were mentioned in Message section, now let's have a look at new ones. Using Save
Conversation you can store your current chat in *.rtf file. Add to roster sends authorization request to this user
and adds him in roster. Notification Options activates dialog to choose the type of notification when there is any
activity in chat. There can be a small popup showed in right bottom of the sreen, there can start blinking icon in
tray or in button in taskbar. Always on top prevents window from being hidden behind other ones, Embed Re-
turns allows you to type multi-row messages. Enter is then used for new line, for sending use Ctrl + Enter.With
Word Wrap Input switched on, the lines will be devided automaticaly.

2.3.6 Conference

Figure 2.104. Okno konference

Also a conference window is very simple. Excepting input field and history field, it contains the list of con-
nected users in right and groupchat subject on top. By clicking on the Subject link you can change the subject,
right click on the input field activates, as well as in chat window, context menu Cut, Copy, Paste, Emoticons.

Right click in list of users activates menu of sending message or starting dialog with proper user, send him your
JID or block his messages. In addition, administrator can kick user off or ban him, delegate him moderator or
administrator rights, and Toggle Voice{FIXME}.

Right click in history field activates menu of Clear Window, Show history, which launches web browser with
history, Clear history, Bookmark room for adding link of this room in you bookmartks, Register with room is
not working agent registration{FIXME}, Invite Contacts for sending invitations to your friends, Change nick-
name, Save As for storing conference history as *.rtf file, Notification options for selecting the type of activity
notification (as it is in chat window), Word Wrap Input, Always On Top. Administrator sees in addition sub-
menu Admin, which allows him to see Voice list, Ban list, Member list, Moderator list, Admin list, Owner list,
to configurate the room and to destroy it.

Figure 2.105. Owner's form

2.3.5 Jabber Browser

2. Client

41



Figure 2.106. Jabber Browser

Jabber Browser is a tool for browsing all the Jabber network entities and resolving their relations and properties.
As a web browser, it contains tool bar with buttons Back, Refresh, Home, Add Bookmark, next ones view
choice (big icons, details,...), resolving properties of viewed elements and node identificator view choice. Under
this bar there is an address field and under it a field for selecting or typing node identifier.

Left click on current item will show its sublevels, right click activates pop-up menu. Browse and Browse In
New Window works as left click, which means browsing its sublevels. VCard, Version, Time and Last Time/
Activity are obvious. Search launches wizard of searching in that particular directory or transport. Register
launches registration wizard of particular service and finaly Join Conference will let you join a conference.

2.4 Gaim

2.5 Business Instant Messenger
The next described client is BIM. I chosed it as a representative of payed-for clients. Author is Jabber Inc., men-
tioned in 1.4.2 section. It looks very profesional. Primary it is designed for company usage. Which unfortunately
means, you can not use some of features you are used to in Jabber. for example, it does not support grafical smi-
leys, it cannot resolve vCard of groupchat users, it does not support version and time requests, and does not sup-
port HTTP or HTTPS proxies. On the other hand, it has many advantages.

BIM distinguishes itself by its simplicity and stability. Payed developing team has released the final version of
this client in 2000 and since that, there was no need to actualize it in any way, neither when the Protocol has
been changed a few times, nor when new versions of Windows were released (works well under 3.11 as well as
as XP). Similar to some server applications, BIM has some self-diagnostic protocol and self-repairing tools.
BIM itself is more like a proces then an application (you cannot see in in application list Tasklist), which con-
tributes to its stability. BIM stores all of a user's preferences on the server (including away messages etc.),
which most Jabber clients do not do.

For about $250 charge you can download full version of this client for personal use. You can buy a company li-
cense for a couple hundreds dollars, which includes the whole jabber server package.

2.5.1 Download, installation, start, registration
From certain link, which you will get from Premier TechCorps contact on http://businessim.com, you can down-
load the installation program, which will guide you through the simple installation. C:\Program
Files\BussinesIM directory is created. then you can launch the client from either start menu or by desktop short-
cut. An account information input window shows up.

Figure 2.107. BIM login

Type in your username and password, and server which you connect to. if you want BIM to autamatically login
next time, check Save Password and Automatically Log On. Ofcourse you can use SSL connection on 5223 port
by checking Secure Connection.

When creating new account (the first login), you can use link Click here for a new account. It opens dialog to in-
put information about you and creates new account on chosen server. Interesting BIM feature is, that it won't let
you finish the registration without filling vCard (here called Profile).

In case of necessity to connect using different port, BIM is not extremly user friendly. You have to launch it
with por=... parameter from command line.
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2.5.2 Main window

Figure 2.108. Main window

Main window tradicionally consist of roster devided to groups, with bulb icon representing state of every con-
tact. Above the roster, there are four buttons to add new contact, search in Jabber directories and transports, sta-
tus change and join/create groupchat. Above these buttons, there is the main menu.

Figure 2.109. Add kontakt

To add new contact, you just choose, from what servise that contact is (Jabber, ICQ, AIM, ...), type in its JID
and select the group to add him to. According to its company purposes, it is very usefull to type in his name and
surname, optionaly his nick, too.

Figure 2.110. Search

Search window is identical for every directories including transports. According to selected service, all that
changes is the left column of input fields. When proper contact is found, you can directly add him to roster.

2.5.2.1 Pop-up menu

When you move mouse over certain contact, you will see his protocol (Jabber, ICQ transport,...), nick, whole
address and status. Double-click opens chat window. Right click activates context (pop-up) menu.

Chat choice opens the chat window. Send file opens file selection dialog and then send file dialog. Before that
helps to have Peer to Peer transfer type or proper server selected in preferences.

Figure 2.111. File transfer

Next choice, Message Log, opens the window of proper contact dialog history. There is a menu in this window,
which allows you to save the history as *.txt file, print it, copy it all or just a selection to clipboard, delete it or
search in it.

Figure 2.112. Massage Log

Next choice is Profile. This one shows the contact's information.

Figure 2.113. Profile

Next ones is trinity of roster management items, which are used to remove, rename and move contact to differ-
ent group. By Send To item you can send this contact to your buddy.

Last ones are Block to block all messages from this contact (so-called Black List) and Invite to room to send a
groupchat invitation.

2.5.2.2 Main menu
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Main menu is devided in 5 groups: File, edit, View, Tools and Help. Now let's have a closer look on these.

In File menu, there can be found items for login, logout, manual status change, accounts work (create new,
change one, password change, resource change) and close window. But closing window will only minimize it to
tray, to really close it you have to use popup menu on BIM tray icon.

The second one is edit. This contains Contacts submenu to work with contacts. You can add one, search, re-
name, copy to other contact group, send to someone else, block one's messages and invite to groupchat. Next
one is Group submenu. You can add, delete, rename, send and even invite whole groups to conference. In BIM
you can have contacts in multiple groups. When deleting one, you will be asked if to delete it from certain group
or totaly from roster. Next item is User Profile to edit your vCard. Last one is Preferences, which becourse of its
largness will be described at the end of this section.

View menu contains choise of showing nicks, JID or whole names in roster. Next group of choice covers show-
ing available contacts, all online ones or absolutely all.

Next menu is Tools. Join existing group opens Conference dialog, as well as Invite to. Next item is Send File for
sending files from your harddisk to another contact. Next one is Gateways, which opens Preferences dialog to
register proper transports. Last one is Observers, which is the list of contacts, that can see your presence al-
though they're not in your roster. Each contact can be added to roster, deleted from this list, questioned for Pro-
file, started to chat or blocked.

Figure 2.114. Groupchat definition

Figure 2.115. Observers

The last menu is Help. This one provides online help, availibility to send bug report, server information and
BIM information.

Figure 2.116. Server information

2.5.2.2.1 Preferences

Preferences window contains common left column for selecting preferences area. First area is Gateway, where
you can choose proper transport to register/unregister.

Figure 2.117. Preferences - Gateways

Next area is personal, where you can change your personal preferences, such as how to deal with authorization
requests, autamatical Away, connection parameters (proxy definition etc.), file transfer parameters, message
window parameters, blacklist, resources, roster looking, sounds and status definition.

Figure 2.118. Preferences - Personal

Figure 2.119. Preferences - Connection
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Figure 2.120. Preferences - File Transfers

Figure 2.121. Preferences - Messages

Figure 2.122. Preferences - Privacy

Figure 2.123. Preferences - Resources

Figure 2.124. Preferences - Roster

Figure 2.125. Preferences - Sounds

Figure 2.126. Preferences - Status

Next area is Security. You can disable local history storing, delete the history, define secure port (5223) a proto-
col connection and define not to store username and pasword localy.

Figure 2.127. Preferences - Security

Last area is Services (excepting transports that are at the beginning of this section). As at the gateways you fill
in requested identification data and register or unregister the service.

Figure 2.128. Preferences - Services

2.5.3 Chat

Figure 2.129. Chat window

Chat window will not suprise you in any way. Above all menu, under it history field, tool bar, input field, send
message and close window buttons and status bar. Elementary features are identical to JAJC, so we won't des-
cuss then again. Let's just mention the three right buttons in tool bar. They provide you easy access to features
file sending, window content removing and contact blocking.

Menu functions are also what you would expect. From File group you can store and print the history log, change
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your status and close the window. In edit group, besides classical Cut, Copy, Paste and Clear All tools, there are
tools to add contact to roster, block it, edit your vCard and Preferences. In View menu is vCard of this contact
and Message Log. From Tools group you can invite contact to groupchat, send him a file and enable Enter
(multi-row messages). Finaly the Help menu opens the online manual.

2.5.4 Conference

Figure 2.130. Conference window

Groupchat window is also in proven way. Very good feature is groupchat subject edit field in upper side. It
shows current subject and you can replace it by pressing proper button. Next components in this window are
classical history showing field, right column of groupchat users, tool bar, input field, message send and window
close buttons and status bar. Menu is moreless identical to the chat one. Here it just lacks View menu and edit
menu contains Change nickname item instead of Block contact and USer Profile.
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Chapter 3. 3. Server
While most users see server only as a address field filled in the registration process, Jabber ofcourse cannot run
without it. And as well as the clients, the open Jabber architecture brings a number of solutions in servers area.
So you can choose some for any used operation systems, free or paid. To see the list of some "official" servers,
you can have a look at http://www.jabber.org/software/servers.php. The server choice is ofcourse depended on
your request. First, what purpose will you run it for? for company use you should consider using paid one. Next
request is what services you want tu run - just the server or some transports, conferences, etc? And ofcourse the
system criterias, such as stability and memory and cpu requests.

In next sections we'll take a look, what does it mean to start and run own server. We will show this whole topic
on the most widespreaded software, the Jabberd server.

3.1 Download, installation
From http://www.jabber.org, or http://www.jabberstudio.org link download proper installation file. Next steps
ofcourse depand on software and operation system.

3.1.1 Linux
This section is grabbed from Michal Svamberg - svamberg (at) civ (dot) zcu (dot) cz article on
http://www.root.cz server.

Jabber server can be obtained as a package of some distributions or as a precompiled archive. Due tu the fact,
that I had some problems with precompiled binnaries and that sourse files compilation was no problem even on
older systems, I will now desribe the server and agents compilation.

Server compilation

• creat Jabber directoty (such as /usr/local/jabber/), which will be in next describtion called /directory/jabber/

• download Jabber source files archive (in this particular case jabber-1.4.1.tar.gz) into to /directory/jabber/

• cd /directory/jabber/

• gzip -d jabber-1.4.1.tar.gz

• tar -xf jabber-1.4.1.tar, which creates jabber-1.4.1 directory

• cd jabber-1.4.1/

• ./configure

• make

Correct installatin needslibpth, libdl and libresolv libraries. All of them are relatively basic libraries and there
should be no problem to install them for your distribution. if you want to use SSL, it is expected you to have in-
stalled required libraries and header files.

After the compilation, in jabberd directory is created expected deamon - jabberd. In other directories are proper
libraries (.so), which we will need too.

For each agent (service or transport) there is a file in archive, which describes how to compile it and set it up.
Let us show you how to start ICQ agent. Other agents are compiled and configured similary.

ICQ agent compilation
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• downloaded ICQ agent contained archive (last version is icq-transport-0.9.tar.gz) store into /direc-
tory/jabber/jabber-1.4.1/

• gzip -d icq-transport-0.9.0.tar.gz

• tar -xf icq-transport-0.9.0.tar, which creates icq-transport-0.9 directory

• make

To compile it we need those libraries used for the server itself compilation, which may not necesserily count for
all agent (specialy for the old ones). So now we have dynamicaly linked library icqtrans.so, which we will use
later.

3.1.2 Windows
For windows users has to be the installation and work as easy as it can be. Jabberd server installation is no dif-
ferent. Look how simple it is.

Just launch downloaded JabberD-1.4.2.exe and quick installatin is being started, which will ask about nothing
more then destination directory and desktop shortcut. In a second the installation is done.

Figure 3.1. Server installed

3.2 Configuration
To have the server fully working (excepting all the services, transports etc.), just change in jabber.xml, right at
the beggining, the host field from "localhost" to proper IP address or domain name of the computer. if you want
to use it in internet, not just a local area network, this IP must be public. To edit the configuration file, use text
editor which stores LF as an end of line, becourse if it stores CR or CRLF, JabberD can't read the configuration
and will not start.

For closer look at server configuration, let's have a look again at Michal Svamberg - svamberg (at) civ (dot) zcu
(dot) cz article from http://www.root.cz server:

All the configuration is done in jabber.xml file, including agents config. There is a possibility to run each ser-
vices separately (in that case the configuration files are also separated), but the "monolitic" configuration is ok,
too.

If you use -h switch while starting the deamon, you don't even have to touch the configuration file, but that is
not the very best process, so just set in <service id="sessions"> section full domain name of this server (e.g. jab-
bricek.cz).

It is recommended to edit welcome message, quoted by the <welcome> tag and to set up the part about adminis-
trator (beggining with <admin> tag). It is good too to edit all the other texts, such as server information -
<vCard> or new account information - <register notify="yes">.

In <browse> section, there are all the agents informations stored. These infos are shown to user in his client. In
our particular ICQ case, you would add:

<service type="icq" jid="icq.jabbricek.cz" name="ICQ Transport">
<ns>jabber:iq:gateway</ns>
<ns>jabber:iq:register</ns>
<ns>jabber:iq:search</ns>
</service>

This was the information for client about provided service, but we need also to add information for server, how
to deal with messages comming with icq.jabbricek.cz identification and where to forward them. Again for our
case, this part would be like this:

3. Server
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<service id="icq.jabbricek.cz">
<icqtrans xmlns="jabber:config:icqtrans">
<instructions>Please enter your ICQ number ...</instructions>
<search>Search for ICQ users</search>
...

</icqtrans>
<load>
<icqtrans>./icq-transport-0.9/icqtrans.so</icqtrans>

</load>
</service>

And very similar way you can configure all other agents. Ofcourse you can set up many many more of things,
but that would be too large describtion for this article. if the configuration file will contain any misstake, the
deamon will not be started.

3.3 Starting
...as Michal Svamberg continues:

Quickly about starting the server. Although we have put domain name to configuration file, it is recommended
to put it behind the -h parammeter. The second usefull parameter is -D, which starts the debug session. In our
particular case, you can start the server like this:

cd /directory/jabber/jabber-1.4.1/

./jabberd/jabberd -h jabbricek.cz

Working data by default are stored in ./spool/ directory depanding on particular agents. Also by default, there
are two .log logs available, which contain server work information.

And now even quicker about windows. In start - Programs menu, you see JabberD group, from which you can
start JabberD console window, where all the important information will be shown, or JabberD (debug output),
which will show all the processes and xml comunication.

Figure 3.2. Server started

And that is all. Believe me or not, that simple it is.
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Chapter 4. 4. Utility
This chapter covers some of Jabber entities, which are not necesserily beared on server neither client work.
These are more like some "goodies", which make the whole Jabber environment more fancy and colourful, it
has no serious meaning for system work. And again, becourse of the open architecture and number of indepen-
dent developers, there is no chance to find out and describe all of them, so we will have a look at those really
common.

4.1 Jogger
One of those technological modules of Jabber is online diary, the Jogger. It is very user friendly way to publish
one's ideas and experiences, shortly the weblog.

The very first version, at that time called Flogger, was developed with Jeremie Miller contribution, then the re-
search went on under Justin Mecham.

It is really easy to use. Just add to your roster a new contact, which is this service. Ofcourse you have to find a
server, which offers this service. if we pick njs.netlab.cz, add to your roster anything@jogger.netlab.cz. Be-
course it is a service, the part before the at(@) does not really count. Well, and that's it. Now it is ready to work.
Service itself will appear offline, so don't panic you will not get any authorization subscribtion. Just send a mes-
sage to it and it will publish this message on you personal site, in this case
http://jogger.netlab.cz/user.php?jid=user@server.

With this site you can work with RSS reader. Use http://jogger.netlab.cz/syndication.php address with following
parameters:

Jogger RSS ouput

• format - output type definition, rss or xml.

• count - number of messages to show (maximum of 20)

• jid - jid of the user, whose weblog to show.

• search - not yet implemented.

So, let's say for example you want to see 10 messages of certain user. Input address would then be
http://jogger.netlab.cz/syndication.php?format=rss&count=10&jid=user@server.

Figure 4.1. Joggeru message to send

4.2 ChatBot
ChatBot is the name of one particular robot, but considering how hit off the name is, we will use it for all con-
versation robots.

Chatbots use artificial intelligence (ALICE or ELIZA modules) to provide a conversation, often in chatrooms.
Some of them are pretty silly, but some of them, it is really difficult to resolve if you talk to bot or human. Ex-
cept the answering function, many of those robots have the ability to define messages to welcome users when
joining the conference.

Be sure that this is not the end of feature list. Many robots have some informational functions too. for example,
they can store a groupchat history, inform when was certain user been seen, recapitulate what some user said
lately, say what time it is etc.
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One of those very sofisticated robots is Marvin. Except the fact, that it learns how to answer from every chat, it
has many more features. It can show weather information according to meteoroligical location code, user time
respecting his time-zone, real time translation of messages from chosen user to selected language, google
search, find out selected index rate etc. You can use existing robot installation, or your own for about $300.

Figure 4.2. Hauzie the ChatBot

4.3 RSSBot
Jabber also provides RSS reader. RSS messages are those news synopsis, just a few words equipped with source
link, to read the whole news by one click. One of the RSS format reader, which translates it to human compre-
hensive form, is jabrss@jabber.at robot. Add it to your roster. By command (command means just a message
sent to this robot) like "subscribe url", where url is the proper rss site link, you define, what news you are inter-
ested in. And since then, this robot will send you all the requested news. Some clients have special way to han-
dle headline messages. So you can define the robot to send you this format of messages by sending him "set
headline".

List of robot commands

• help - returns homepage link, where all the help is published.

• subscribe url - subsribes the bot to send news from defined url.

• unsubscribe url - tell bot not to send news from defined url any more.

• list - the list of subscribed links.

• info url - shows available information about defined url.

• set headline - sets incoming messages as a headline format - the message will not be shown as a text in robot
chat, but in headlines reader.

• set plaintext - sets incoming messages as plain text.

• set chat - set incoming messages as chat format.

• set also_deliver [Away] [XA] [DND] - the messages will be delivered even when you are away.

• set size_limit (num) - defines maximum byte size for the messages.

• set store_messages (num) - the maximum amount of messages stored to be delivered lately.

• show statistics - basic server statistics

• show usage - basic usege statistic

• config - shows actual robot configuration.

Figure 4.3. Working with RSS robot

4.4 X-Weather
Another interesting servis is weather. It shows you weather informatin right in your roster. So it is obvious you
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have to add proper contact first. But the contact depands on showing location. So first you send any message to
the service (e.g. pocasi.jabber.cz). Imidiately you'll get answer with the list of available locations and how to in-
structions. then add the proper contact, like prague@pocasi.jabber.cz. Next you know is authorization subsrib-
tion has appeared.

Since now, this contact will show you weather information of selected location via its status. Just point a mouse
on this contact and you'll see brief information about temperature, humidity, wind etc.

But this is not the end yet. if you want to, you can download weather icon set and this contact will show you the
weather by the change of its icon (like sunny, raining,...). Next guide is for JAJC, but I hope the process will be
apparent for every client. So from 5.1 section download weather.jisp file and store it in jajc/icons directory. Af-
ter JAJC restart righclick on weather contact, and in pop-up menu choose Advanced - Iconset - Weather icons
from PSI. And now you have comfort weather view right in your roster.

Figure 4.4. Weather in roster

4.5 WebBot
WebBot is how we are gonna call web interface utility. It allows Jabber to show user status on site, as well as
send him a message.

To show user status, we can use for example jabstatus@njs.netlab.cz. The use is very easy. Just add to source
code of your site on proper space the code <img src="http://netlab.cz/status/?jid=JID&ib=Picture Type"/>,
where JID is JID of the user, whose status you want to see, and Picture Type (= ramb / ugly / psi / gabber) is se-
lection, what style should the status icon look like. The first time you activate this site, the proper user recieves
authorization request and after its subscribtion jabstatus is added to his roster and can be removed any time. The
reason corresponds to what we told in common Jabber chapter, which means the insist on one's privacy. So if
anyone does not want his presence to be shown on any site, it just will not be shown.

To send anonymous message from interner, you can use gate on http://njs.netlab.cz/cz/main, where you fill the
recipient, sender name and ofcourse the message body.

Figure 4.5. WebBot on my personal site

4.6 Build your own bot
Now let's have try to build our own ChatBot with some additional features. There are some minnor differences
between ChatBot under Linux and Windows, but it is pretty easy to debug.

It is not necessary to start from zero. There exist a number of free accessible libraries and COM objects in my
opinion for every program language, so if you just find, you have something to start with. In this case we will
download complete source code for ChatBot in Perl from CVS library
http://www.jabberstudio.org/cgi-bin/viewcvs.cgi/chatbot/. Perl is script language, so there is no need to compile
this source. Only you download Perl itself, through which you will run the bot. Simple ActivePerl is enough,
freely downloadable from http://www.activestate.com/Products/ActivePerl/. After the instalation and restart
(which you will not be promted to, you have to keep mind on that), you can easily run it by "perl" command.

So now we have everything we need, let's try it. Create new Jabber account or use existing. ChatBot configura-
tion is stored in config.xml, so open it and right in the beginning fill the information about the account and
server, for example like this:

<jabber>
<username>Netvorek</username>
<password>*****</password>
<resource>Robot</resource>
<server>njs.netlab.cz</server>
<port>5222</port>
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<connectiontype>tcpip</connectiontype>
<ssl>0</ssl>

</jabber>

And that should be it. By "perl chatbot" command from your ChatBot directory you start the bot. After a mes-
sage !jc masterpassword room server nick is send to it, it will join under nick name to conference room@server
and it will store all needed information to channels.xml in order to join that channel automaticaly after next
start.

So now we have fully working bot. In next section we will have a look at some special tricks.

4.6.1 Advanced settings
ChatBot architecture is modular. That practically means there is kind of core, which handles communication it-
self, and then several plugins providing certain functions. Robot work is event controlled. Therefor it is pretty
easy to modify the bot as you like it - adjust or remove existing functions or add new ones. All you need is ele-
mentary knowledge about programming and particulary Perl.

I guess the first thing to do is to change the password in order not to have the bot abused. In config.xml, section
<password>masterpassword</password>, fill the new one. for certain plugins you can set special password to
increase the security.

Next step is to enable selected functions for particular rooms. There is flag registered to many of those functions
to define to be or not to be active in each channel. By "!flags password" command we can see the list of all
flags, "!tog password flag" will swith on/off selected one.

In <load> section you can disable some functions by commenting or deleting proper plugin reference.

If you run ChatBot under windows and want to use it to store communication history, you have to change log.pl
file in /plugins directory. The reason is that it uses linux system command to create a directory mkdir and as a
parameter the path with linux separator / instead of windows \. Whole the block from row 131 should therefor
look like this:

my $filename = $config{plugins}->{log}->{publiclogs};
$filename = $config{plugins}->{log}->{privatelogs}
if &CheckFlag($channel,"log-private");
system("md $filename") if !(-e $filename);
$filename .= "\\".$jid->GetServer();
system("md $filename") if !(-e $filename);
$filename .= "\\".$jid->GetUserID();
system("md $filename") if !(-e $filename);
$filename .= "\\$year-$mon-$mday.html";

4.6.2 Self made plugin
Now, on very simple pattern we will describe, how to add a new function to ChatBot. This fucntion will start re-
mote command on server where ChatBot runs. This is potencialy dangerous situation, so I would not recom-
mend to realize it on computer, where it would be problem to lost data or to have system instable. In this area
you really need to know something about programming, Perl and regular expressions. Neither one will I explain
here, I will just show you the architecture of common plugin. most comfortable way is to open existing plugin
and edit proper sections.

First, you register the starting command. Let's define "!start" as the command, so each time robot recieves any
message starting with !start, this plugin will be launched. And let's give it alternative command, for example
"!run". then in the source code should be:

&RegisterCommand(command=>"!start",
alias=>"!run",
handler=>\&plugin_launch_command,
desc=>"Lounch system command on locale.",
usage=>"<password> \"command\"");

As you can see above, we also register parameters desc and usage for help and handler as a pointer to proper ru-
tine. So this is how this rutine should look like then:
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sub plugin_launch_command
{

my $message = shift;
my $args = shift;

my $fromJID = $message->GetFrom("jid");
my $Name = $fromJID->GetResource();

my ($password,$command) = ($args =~ /^\s*(\S+)\s+\"([^\"]+)"\s*$/);

return ($message->GetType(),"$Name, Do you think you are Tvrdiaak?")
unless (lc($Name) eq 'tvrdiaak');

return ($message->GetType(),"The command was in error.")
if !defined($password);

return ($message->GetType(),"Permission denied.")
unless &CheckPassword("channel",$password);

system($command);

return ($message->GetType(),"Starting command for $Name ...");
}

As you can see, the rutine gets "message" and "args" arguments. From "message" we get message type (chat or
groupchat) and sender JID, from "arg" using regular expression comparison we get requested password and
command to start. Now the program checks, if the sender is the one who can run this plugin (which means Tvr-
diaak), if there was password typed and if the password is correct and then required system command is
launched and proper message returned to the sender.

The last thing to make this function work is to tell ChatBot to load this plugin when it starts. This is done in con-
fig.xml, <load> section by adding <plugin>start.pl</plugin>. And after next robot start you can remotely run
any commands on your computer.
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Chapter 5. 5. Download
This section is ment to be a source for files download. Clients come and go, they are being developed, some-
times the inovation trends aren't what we would expect them to be, authors sites are being moved and removed,
and poor old user never knows, what can he download. In addition, files are often comprimed with not-
supported method and man cannot decompress them. I hope this site will help him in this dificult situation.
Clients here are probably inactual and there are just a few of them, but I believe you can make your choice here

Clients for non-micro$oft platforms are not stored here (yet), becourse very often their versions are different de-
pending on kernel type.

5.1 JAJC

• Client [../downloads/jajczip.exe], version 0.1.109, 2.1MB

• Smileset [../downloads/tvrdiaak.jisp]

5.2 PSI

• Client [../downloads/psi.exe], version 0.9.1, 2.9MB

5.3 Exodus

• Client [../downloads/exodus.exe], version 0.9.0.0, 1.7MB
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Chapter 6. 6. Links
Favorite servers in Czech:

• http://njs.netlab.cz

• http://jabber.cz

• http://dione.zcu.cz

• http://jabber.marconi.cz

Favourite foreign servers:

• http://jabber.org

• http://jabber.sk

• http://jabber.ccc.de

• http://jabber.chirt.ru

Clients

• JAJC: http://jajc.ksn.ru

• PSI: http://psi.affinix.com/

• Gaim: http://gaim.sourceforge.net

• Exodus: http://exodus.jabberstudio.org/

• BusinessIM Messenger: http://businessim.com/downloads/

Web clients:

• GreenThumb: http://njs.netlab.cz/gtclient/

Resources

• http://jabber.org

• http://jabberstudio.org

• http://www.theoretic.com

• http://www.yabber.org/design/
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Chapter 7. 7. Information
7.1 Resources
Available formats of this documentation:

• XML [../en.xml]

• single page HTML [en.html]

• PDF [en.pdf]

7.2 Promotion
Use these tools to promote this site if you want to.

Figure 7.1. Banner 468x60 - bulb background

Insert this code to your html: <a href="http://jabber.wz.cz/"> <img src="http://jabber.wz.cz/images/banner.png"
height="60" width="468" alt="jabber.wz.cz" border="0"></a>

Figure 7.2. Banner 468x60 - flash background

Insert this code to your html: <a href="http://jabber.wz.cz/"> <img src="http://jabber.wz.cz/images/bnr.png"
height="60" width="468" alt="jabber.wz.cz" border="0"></a>

7.3 Author
tvrdiaak(at)njs(dot)netlab(dot)cz

Mail: tvrdikt(at)volny(dot)cz

Home conference: hauz(at)conf(dot)netlab(dot)cz

Forum about Jabber: http://tvrdiaak.aktualne.cz/viewforum.php?f=2

Author is non-expert fan user of Jabber, who would like to revange all the men doing their best on great work-
ing Jabber this way. He is not payed by any server owner and his aims are purely informative, not commercial.

7.4 Thanks
I thank to:

• Colombo, for teaching and methodical help with xml and docbook,

• Pinky, for original suggest to make a site about JAJC
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• Jajc-community, for stimulation to do this work and offering their own work and help,

• CEC, for systematical corrections and promotion in Kutna Hora network,

• Gorila too for systematical corrections and promotion on server zive.cz,

• Tomikk, for providing article about firewalls,

• Petval, for providing article about PSI,

• Jayteeuk, for introducing me chatbot and perl basics,

• MiK, for XML debuging and help with PDF conversion,

• All my friend that were constantly disturbed by "let's try this and that".

My enourmous respect belongs to them. Even greater for them to do it for free.

Which brings us to licence terms of this documentation.

7.5 License terms
Every passage of this site can be freely copied and published. Though I consider mentioning author and link to
this site(if it still exists) to be propriety. And ofcourse, although it is for free, I will not resist voluntary financial,
material or at least spiritual gifts. ;-)

Author is not responsible for any problems accured by application of methods or other information published on
this site.

7. Information
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