INSTALACIJA REDHAT-a

· napraviti 2 particije pri instalaciji I to

· swap (velivina treba da bude 2x RAM)

· root (ostatak)
SETOVANJE SENDMAILA (pod RH 7.3)
· instalirati IMAP-2001a-10.i386.rpm
· etc/xinet.d/ipop3 …..disable
=  no
· etc/sendmail.cf  ……178 linija #maximum massage size (ogranicavanje velicine poruke, treba skinuti # ispred I odrediti velicinu poruke)

· etc/sendmail.cf …..6432 linija #SMTP deamon option (clien port option=address=0.0.0.0) (za th 9 /etc/mail/send+
· service sendmail restart

· service xinetd restart

SETOVANJE FIREWALL-a (IP CHAINS)
· /etc/sysconfig/ipchains (f4 –edit)

· primer firewall-a

# Firewall configuration written by lokkit#Manual customization of tis file is not recommended

# Note: ifup-post will punch the current nameservers through the

#       firewall; such entries will *not* be listed here.

:input ACCEPT

:forward ACCEPT

:output ACCEPT

#ftp

-A input -p tcp --dport 21 -s 192.168.0.0/24 -j ACCEPT

-A input -p tcp --dport 21 -s 192.168.1.0/24 -j ACCEPT

-A input -p tcp --dport 21 -s x.x.x.154 -j ACCEPT

-A input -p tcp --dport 21 -s x.x.8.0/24 -j ACCEPT

-A input -p tcp --dport 21 -s x.x.x.141 -j ACCEPT

-A input -p tcp --dport 21 -j REJECT -l

#ssh

-A input -p tcp --dport 22 -s 192.168.0.0/24 -j ACCEPT

-A input -p tcp --dport 22 -s 192.168.1.0/25 -j ACCEPT

-A input -p tcp --dport 22 -s x.x.x.155 -j ACCEPT

-A input -p tcp --dport 22 -s x.x.8.0/24 -j ACCEPT

-A input -p tcp --dport 22 -s x.x.x.141 -j ACCEPT

-A input -p tcp --dport 22 -j REJECT -l

#telnet

-A input -p tcp --dport 23 -s 192.168.0.0/24 -j ACCEPT

-A input -p tcp --dport 23 -s 192.168.1.0/24 -j ACCEPT

-A input -p tcp --dport 23 -s x.x.x.155 -j ACCEPT

-A input -p tcp --dport 23 -s x.x.8.0/24 -j ACCEPT

-A input -p tcp --dport 23 -j REJECT -l

#webmin

-A input -p tcp --dport 9971 -s 192.168.0.0/24 -j ACCEPT

-A input -p tcp --dport 9971 -s x.x.8.0/24 -j ACCEPT

-A input -p tcp --dport 9971 -j REJECT

#VNC

#-A input -p tcp --dport 5500 -s x.x.8.0/24 -j ACCEPT

#-A input -p tcp --dport 5500 -s 192.168.0.41 -j ACCEPT

#-A input -p tcp --dport 5500 -j REJECT

#maskara da

-A forward -j MASQ -s 192.168.0.0/24 -d 0.0.0.0/0

-A forward -j MASQ -s 192.168.1.0/24 -d 0.0.0.0/0
SETOVANJE FIREWALL-a (IP TABLES)

*nat

:PREROUTING ACCEPT [0:0]

:POSTROUTING ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A POSTROUTING -s 192.168.0.0/255.255.255.0 -o eth0 -j MASQUERADE

DEINSTALACIJA IPTABLES BEZ PROVERAVANJA DEPENDENCY SCRIPTS

rpm -e --nodeps iptables
-NAPOMENA-pri instalaciji obratit paznju da li je firewall po defaultu setovan na REJECT ili ACCEPT. Na kraju svake grupe komandi treba da postoji linija REJECT sto znaci da niko vise nema pristup kroz taj port. Treba obratiti paznju da se iza linije REJECT ne dodaju ACCEPT linije koje se odnose na isti port.
-da bi bio onogucen IP forwarding treba 

*dodati liniju na kraju (maskarada)

*otkucati echo 1 > /proc/sys/net/ipv4/ip_forward
*etc/sysctl.conf……#controls IP packet forwarding (net.ipv4.ip_forward=1)

*service ipchains restart
-setovanje NAT-a  na iptables: -A POSTROUTING –s 192.168.0.0/255.255.255.0 –o eth0 –j MASQUERADE
-setovanje VNC port forwarding: -A PREROUTING –i eth0 –p tcp –dport 5900 –j DNAT –to 192.168.0.2:5900

SETOVANJE NOVOG FIREWALL-A

Deploying the firewall:

Well, it's finally time to create the main firewall ruleset script. We will simply create an importable iptables ruleset script and then import it into the iptables ruleset on your server. As soon as we import it, it instantly becomes active. So let's get started.

Create the firewall script...

vi /root/primary_firewall 

#The NAT portion of the ruleset. Used for Network Address Transalation. 

#Usually not needed on a typical web server, but it's there if you need it.

*nat

:PREROUTING ACCEPT [127173:7033011]

:POSTROUTING ACCEPT [31583:2332178]

:OUTPUT ACCEPT [32021:2375633]
-A POSTROUTING –s 192.168.0.0/255.255.255.0 –o eth0 –j MASQUERADE

COMMIT

#The Mangle portion of the ruleset. Here is where unwanted packet types get dropped. 

#This helps in making port scans against your server a bit more time consuming and difficult, but not
# impossible.

*mangle

:PREROUTING ACCEPT [444:43563]

:INPUT ACCEPT [444:43563]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [402:144198]

:POSTROUTING ACCEPT [402:144198]

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN,RST,PSH,ACK,URG FIN,PSH,URG -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN,RST,PSH,ACK,URG NONE -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags SYN,RST SYN,RST -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN FIN,SYN -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN,RST,PSH,ACK,URG FIN,PSH,URG -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN,RST,PSH,ACK,URG NONE -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags SYN,RST SYN,RST -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN FIN,SYN -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN,RST,PSH,ACK,URG FIN,PSH,URG -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN,RST,PSH,ACK,URG NONE -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags SYN,RST SYN,RST -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN FIN,SYN -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN,RST,PSH,ACK,URG FIN,PSH,URG -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN,RST,PSH,ACK,URG NONE -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags SYN,RST SYN,RST -j DROP

-A PREROUTING -p tcp -m tcp --tcp-flags FIN,SYN FIN,SYN -j DROP

COMMIT

#The FILTER section of the ruleset is where we initially drop all packets and then selectively open certain 
# ports.

#We will also enable logging of all dropped requests.

*filter

:INPUT DROP [1:242]

:FORWARD ACCEPT [0:0]

:OUTPUT DROP [0:0]

:LOG_DROP - [0:0]

:LOG_ACCEPT - [0:0]

:icmp_packets - [0:0]

#First, we cover the INPUT rules, or the rules for incoming requests. 

#Note how at the end we log any incoming packets that are not accepted.

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -p tcp -m tcp --dport 20 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 21 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 22 -j LOG_ACCEPT

-A INPUT -p tcp -m tcp --dport 25 -j LOG_ACCEPT

-A INPUT -p tcp -m tcp --dport 43 -j ACCEPT

-A INPUT -p udp -m udp --dport 53 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 80 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 110 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 143 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 443 -j ACCEPT

#uncomment the next line if you are running Spamassassin on your server

#-A INPUT -p tcp -m tcp --dport 783 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 993 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 3306 -j ACCEPT

-A INPUT -s 127.0.0.1 -j ACCEPT

#-A INPUT -p icmp -j icmp_packets

#-A INPUT -j LOG_DROP

#Next, we cover the OUTPUT rules, or the rules for all outgoing traffic.

#Note how at the end we log any outbound packets that are not accepted.

-A OUTPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A OUTPUT -p tcp -m tcp --dport 20 -j ACCEPT

-A OUTPUT -p tcp -m tcp --dport 21 -j ACCEPT

-A OUTPUT -p tcp -m tcp --dport 22 -j ACCEPT

-A OUTPUT -p tcp -m tcp --dport 23 -j ACCEPT

-A OUTPUT -p tcp -m tcp --dport 25 -j ACCEPT

-A OUTPUT -p tcp -m tcp --dport 43 -j ACCEPT

-A OUTPUT -p udp -m udp --dport 53 -j ACCEPT

-A OUTPUT -p tcp -m tcp --dport 80 -j ACCEPT

-A OUTPUT -p tcp -m tcp --dport 110 -j ACCEPT 

-A OUTPUT -p tcp -m tcp --dport 143 -j ACCEPT

-A OUTPUT -p tcp -m tcp --dport 443 -j ACCEPT

#uncomment the next line if you are running Spamassassin on your server

#-A OUTPUT -p tcp -m tcp --dport 783 -j ACCEPT

-A OUTPUT -p tcp -m tcp --dport 993 -j ACCEPT

-A OUTPUT -p tcp -m tcp --dport 3306 -j ACCEPT

-A OUTPUT -d 127.0.0.1 -j ACCEPT

#-A OUTPUT -p icmp -j icmp_packets

#-A OUTPUT -j LOG_DROP

#Here we have 2 sets of logging rules. One for dropped packets to log all dropped requests and one for accepted packets, should we wish to log any accepted requesets.

#-A LOG_DROP -j LOG --log-prefix "[IPTABLES DROP] : " --log-tcp-options --log-ip-options

#-A LOG_DROP -j DROP

#-A LOG_ACCEPT -j LOG --log-prefix "[IPTABLES ACCEPT] : " --log-tcp-options --log-ip-options

#-A LOG_ACCEPT -j ACCEPT

#And finally, a rule to deal with ICMP requests. We drop all ping requests except from our own server.

# Make sure you replace 1.2.3.4 with the IP address of your server.

#-A icmp_packets -p icmp -m icmp --icmp-type 0 -j ACCEPT

#-A icmp_packets -s 1.2.3.4 -p icmp -m icmp --icmp-type 8 -j ACCEPT

#-A icmp_packets -p icmp -m icmp --icmp-type 8 -j DROP

#-A icmp_packets -p icmp -m icmp --icmp-type 3 -j ACCEPT

#-A icmp_packets -p icmp -m icmp --icmp-type 11 -j ACCEPT

COMMIT

Save and exit the file.

Now import the firewall into your server's iptables ruleset...

iptables-restore < /root/primary_firewall

If you don't get any errors, your firewall should now be active. So let's take a look at the iptables status and see what it looks like.

iptables -L

You should see an output like this:

Chain INPUT (policy DROP)

target prot opt source destination 

ACCEPT all -- anywhere anywhere state RELATED,ESTABLISHED 

ACCEPT tcp -- anywhere anywhere tcp dpt:ftp-data 

ACCEPT tcp -- anywhere anywhere tcp dpt:ftp 

LOG_ACCEPT tcp -- anywhere anywhere tcp dpt:ssh 

LOG_ACCEPT tcp -- anywhere anywhere tcp dpt:smtp 

ACCEPT tcp -- anywhere anywhere tcp dpt:nicname 

ACCEPT udp -- anywhere anywhere udp dpt:domain 

ACCEPT tcp -- anywhere anywhere tcp dpt:http 

ACCEPT tcp -- anywhere anywhere tcp dpt:pop3 

ACCEPT tcp -- anywhere anywhere tcp dpt:imap 

ACCEPT tcp -- anywhere anywhere tcp dpt:https 

ACCEPT tcp -- anywhere anywhere tcp dpt:imaps 

ACCEPT tcp -- anywhere anywhere tcp dpt:mysql 

ACCEPT all -- localhost.localdomain anywhere 

icmp_packets icmp -- anywhere anywhere 

LOG_DROP all -- anywhere anywhere 

Chain FORWARD (policy DROP)

target prot opt source destination 

Chain OUTPUT (policy DROP)

target prot opt source destination 

ACCEPT all -- anywhere anywhere state RELATED,ESTABLISHED 

ACCEPT tcp -- anywhere anywhere tcp dpt:ftp-data 

ACCEPT tcp -- anywhere anywhere tcp dpt:ftp 

ACCEPT tcp -- anywhere anywhere tcp dpt:ssh 

ACCEPT tcp -- anywhere anywhere tcp dpt:telnet 

ACCEPT tcp -- anywhere anywhere tcp dpt:smtp 

ACCEPT tcp -- anywhere anywhere tcp dpt:nicname 

ACCEPT udp -- anywhere anywhere udp dpt:domain 

ACCEPT tcp -- anywhere anywhere tcp dpt:http 

ACCEPT tcp -- anywhere anywhere tcp dpt:pop3 

ACCEPT tcp -- anywhere anywhere tcp dpt:imap 

ACCEPT tcp -- anywhere anywhere tcp dpt:https 

ACCEPT tcp -- anywhere anywhere tcp dpt:imaps 

ACCEPT tcp -- anywhere anywhere tcp dpt:mysql 

ACCEPT all -- anywhere localhost.localdomain

icmp_packets icmp -- anywhere anywhere 

LOG_DROP all -- anywhere anywhere 

Chain LOG_ACCEPT (2 references)

target prot opt source destination 

LOG all -- anywhere anywhere LOG level warning tcp-options ip-options prefix `[IPTABLES ACCEPT] : ' 

ACCEPT all -- anywhere anywhere 

Chain LOG_DROP (2 references)

target prot opt source destination 

LOG all -- anywhere anywhere LOG level warning tcp-options ip-options prefix `[IPTABLES DROP] : ' 

DROP all -- anywhere anywhere 

Chain icmp_packets (2 references)

target prot opt source destination 

ACCEPT icmp -- anywhere anywhere icmp echo-reply 

ACCEPT icmp -- yourhostname anywhere icmp echo-request 

DROP icmp -- anywhere anywhere icmp echo-request 

ACCEPT icmp -- anywhere anywhere icmp destination-unreachable 

ACCEPT icmp -- anywhere anywhere icmp time-exceeded 

Congratulations. Your server now has an active firewall. Technically speaking, you can stop here and you should have a decent firewall set up for your web server. In the next few steps we will test the functionality of the firewall and we will also install a log analyzer that will provide us with a web based log monitor. Additionally, I'll show you how to ensure that your new firewall starts up on boot.

Important Note: Now that your firewall is up and running, you will want to disable the "safetynet" crontab so that your firewall will remain up and running.

Proceed to the next step

SQUID

1. http_port 8080
2. icp_port 0
3. Tcp_outgoing_adressess- (unkomentovati I staviti IP servera) 
4. cache_access_log /var/log/squid/access.log
5. cache_log /var/squid/cache.log
6. Cache_dir ufs /var/spool/squid 100 16 256 - (odrediti putanju ka kes direktorijumu I velicinu (prva cifra od poslednje 3)

7. cache_store_log /var/log/squid/store/log- iskljuciti jer zauzima proctor cache_store_log none
8. #sugested default- 

1. refresh_pattern ftp:  1440 20%  10080

2. refresh_pattern gopher: 1440 0% 1440

3. refresh_pattren .        0  20%  4320

9. #recomended minimum configuration
1. acl local-servers dstdomain newmoment.com-dodati prvo

10. dodati nakon acl CONNECT method CONNECT
1. acl localnets src 192.168.0.0/255.255.255.0

2. acl localhosts dst 217.24.19.0/255.255.255.0

11. INSERT YOUR OWN RULE TO ALLOW ACCESS FROM YOUR CLIENTS

1. ubaciti http_access allow localnets

12. ie_refresh on- (default off)
PORT FORWARDING

/sbin /iptables -t nat -A PREROUTING -p tcp -i eth0 -d xxx.xxx.xxx.xxx

 --dport 8888 -j DNAT --to 192.168.0.2:80

/sbin/iptables -A FORWARD -p tcp -i eth0 -d 192.168.0.2 --dport 80 -j ACCEPT

SETOVANJE LOG-a
-instalira se paket “logrotate”

-detaljna konfiguracija /etc/logrotate.conf I /etc/logrotate.d/*

SPAM

cile: kako si skontao da ide sa Natasinog kompa?
Dule: pa video sam u logu : ))

ono sto brises.. u rejected folderu

dule 217.24.24.2

Dule: moze.. ali bez IPSec

samo pptp
kako da setujem folder /var/spool/vailarmor/rejected  da je /dev/null?

rm -rf  /var/spool/vailarmor/rejected

ln -s /dev/null  /var/spool/vailarmor/rejected
chkconfig ipop3 on

SETOVANJE MAILA
1. /etc/hosts 

217.24.19.155      cile.yellowproduction.com cile maill 

127.0.0.1       localhost.localdomain   localhost 

(veoma bitan redosled)
2. /etc/resolv.conf 

217.24.17.17  (DNS)
3. /etc/mail/access 

mymail          RELAY 

mymail.allan.com        RELAY 

10.1.                   RELAY 

# /usr/sbin/makemap hash /etc/mail/access.db < /etc/mail/access 

4. /etc/mail/local-host-names 

allan.com 

5. /etc/mail/sendmail.mc 

.. 

DAEMON_OPTIONS('Port=smtp, Adress=0.0.0.0, Name=MTA') 

Cwmymail.allan.com 51
(Ako je instaliran VEXIRA antivirus)
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.. 

# m4 sendmail.mc > test.cf 

# cp test.cf /etc/sendmail.cf 
In order to make sure sendmail is identifying the hostname of your machine correctly, type: 

sendmail -d0 < /dev/null

If sendmail thinks your hostname is localhost, check to see if /etc/hosts is configured correctly. Try removing all hostnames except for localhost and try again
	
	  

Sendmail Linux / UNIX

SYNTAX
sendmail [-ba] [-bD] [-bd] [-bi] [-bm] [-bp] [-bs] [-bt] [-bv] [-B type] [-C file] [-d X] [-F fullname] [-f name] [-h N] [-M xvalue] [-Nnotifications] [-n] [-Ooption=value] [-o xvalue] [-p protocol] [-q [ time ]] [-q Xstring] [-R ret] [-r name] [-t] [-V envid] [-v] [-X logfile] [address]
-ba
Go into ARPANET mode. All input lines must end with a RETURN-LINEFEED, and all messages will be generated with a RETURN-LINEFEED at the end. Also, the From: and Sender: fields are examined for the name of the sender.
-bD
Run as a daemon in the foreground, waiting for incoming SMTP connections.
-bd
Run as a daemon in the background, waiting for incoming SMTP connections.
-bi
Initialize the aliases database. Root must own and have exclusive write permission to the /etc/mail/aliases* files for successful use of this option.
-bm
Deliver mail in the usual way (default).
-bp
Print a summary of the mail queue.
-bs
Use the SMTP protocol as described in RFC 821. This flag implies all the operations of the -ba flag that are compatible with SMTP.
-bt
Run in address test mode. This mode reads addresses and shows the steps in parsing; it is used for debugging configuration tables.
-bv
Verify names only; do not try to collect or deliver a message. Verify mode is normally used for validating users or mailing lists.
-B type
Indicate body type (7BIT or 8BITMIME).
-C file
Use alternate configuration file.
-d X
Set debugging value to X.
-F fullname
Set the full name of the sender.
-f name
Sets the name of the "from" person (that is, the sender of the mail).
-h N
Set the hop count to N. The hop count is incremented every time the mail is processed. When it reaches a limit, the mail is returned with an error message, the victim of an aliasing loop.
-M xvalue
Set macro x to the specified value.
-Nnotifications
Tag all addresses being sent as wanting the indicated notifications, which consists of the word "NEVER" or a comma-separated list of "SUCCESS", "FAILURE", and "DELAY" for successful delivery, failure and a message that is stuck in a queue somewhere. The default is "FAILURE,DELAY".
-n
Do not do aliasing.
-Ooptions=value
Set option to the specified value (for long from names). Processing Options are described below.
-o xvalue
Set option x to the specified value. Processing Options are described below.
-p protocol
Set the sending protocol. The protocol field can be in form protocol:host to set both the sending protocol and the sending host. For example: -pUUCP:uunet sets the sending protocol to UUCP and the sending host to uunet. (Some existing programs use -oM to set the r and s macros; this is equivalent to using -p).
-q [time]
Process saved messages in the queue at given intervals. If time is omitted, process the queue once. time is given as a tagged number, with s being seconds, m being minutes, h being hours, d being days, and w being weeks. For example, -q1h30m or -q90m would both set the timeout to one hour thirty minutes.
-q Xstring
Run the queue once, limiting the jobs to those matching Xstring. The key letter X can be: 

I to limit based on queue identifier.
R to limit based on recipient.
S to limit based on sender.

A particular queued job is accepted if one of the corresponding addresses contains the indicated string.

-R ret
Identify the information you want returned if the message bounces; ret can be "HDRS" for headers only or "FULL" for headers plus body.
-r name
An alternate and obsolete form of the -f flag.
-t
Read message for recipients. To:, Cc:, and Bcc: lines will be scanned for people to send to. The Bcc: line will be deleted before transmission. Any addresses in the argument list will be suppressed. The NoRecipientAction Processing Option can be used to change the behavior when no legal recipients are included in the message.
-V envid
The indicated envid is passed with the envelope of the message and returned if the message bounces.
-v
Go into verbose mode. Alias expansions will be announced, and so forth.
-X logfile
Log all traffic in and out of sendmail in the indicated logfile for debugging mailer problems. This produces a lot of data very quickly and should be used sparingly.
address
The address of the e-mail that you wish to send.
 




KOMANDE

-WHICH- which ime programa- otkrivanje da li se program nalazi u izvrsnoj putanje

-WHEREIS – whereis ime programa- sire pretrazivanje 
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-LOCATE – locate ime fajla (foldera) – pretrazuje unapred izgradjen sistem datoteka. Baza programa locate se updatuje svake noci od strane crona.
-RPM –q ime paketa – trazenje rpm paketa
-vi –editor- vi /etc/home/ime fajla (:x-save & exit, :q-quit)

-CHMOD 777 /home/ftp/milos/ALATI
chmod who=permissions filename

This gives “who” the specified permissions for a given filename. 

Who

The “who” is a list of letters that specifies whom you're going to be giving permissions to. These may be specified in any order. 

Letter
Meaning


  u   
The user who owns the file (this means “you.”) 


  g   
The group the file belongs to. 


  o   
The other users 


  a   
all of the above (an abbreviation for ugo) 


Permissions

Of course, the permissions are the same letters that you see in the directory listing: 

  r   
Permission to read the file. 


  w   
Permission to write (or delete) the file. 


  x   
Permission to execute the file, or, in the case of a directory, search it. 


Note: Do not put blanks around the equal sign, or your command will not work!
Before:
-rwxr-xr-x  archive.sh


Command:
chmod o=r archive.sh


After:
-rwxr-xr--  archive.sh
Value   Permissions     Description

---------------------------------------------------------------------

0       ---             No permission

1       --x             Access - gives ability to work with programs

                         and files in the directory that they already

                         know the name of, but hides all others

2       -w-             Write - really has no meaning on its own

3       -wx             Write and execute - ability to write to files

                         you already know the name of

4       r--             Read only - really has no meaning on its own

5       r-x             Read and execute - gives ability to enter

                        directory, and list contents, but cannot write

                         or delete

6       rw-             Read and write - really has no meaning on its

                         own

7       rwx             Read, write, and access - ability to list

                         contents of directory, as well as read and
Setting the System Clock

To set the system clock under Linux you use the date command. The

date commands sets both the time and date. If I want to set the date to

the 3 April 2003 and the time to 10:30pm I would input the following

command into the console:

NOTE: The time is in 24 hour notation.

ALSO NOTE: you must be root to set the clock. To login as root use the

su command.

date 040322302003

The command can be broken down into 5 parts

date 040322302003

-- -- -- -- ------

1 2 3 4 5

Your currant month e.g. April, which is the 3rd month of the year 

Your currant day e.g. the 4th day of April. 

The currant hour e.g. 22 (10pm in 12 hour notation) 

The minutes past the hour e.g. 30 

The currant year e.g. 2003

To test the date/time run the date command without any arguments.

date

the output should be:

MENJANJE IP ADRESE LAN KARTICE

/etc/sysconfig/network-scripts/ifcfg-eth0. 
MENJANJE IP-A DNS-A

etc/resolv.conf

MENJANJE GATEWAY-A

/etc/sysconfig/network

DEINSTALCIJA PROGRAMA

Izlistavanje paketa

Rpm –qa | grep vnc

Deinstalacija
Rpm –e ime paketa

NADZIRANJE MAILLOG-a

Instalirati webmin, instalirati maillog.1035.wbm.bz2 modul
NADZIRANJE SAOBRACAJA

Instalirati webmin, bandwidth monitor
UPDATE RPMs

To update all RPMs for your particular architecture, run:

rpm -Fvh [filenames]

CRONTAB (/etc/crontab)

Automatizacija procesa, automatsko izvrsavanje skriptova. Primer Vexira antivirus

0.30 * * * *  root /usr/bin/vdbupdate.sh
REČNIK

TLS – (STARTTLS) transport layer security. Pruža sledeće mogućnosti: autentifikaciju (SMTP konekcija klijenta I servera može biti identifikovana), Privatnost/poverljivost (STARTTLS kodira I dekodira e-mail I username I password)
SSL - 

FTP server - WU-FTPD
0.  Izbrisati FTP account


Userdel ftp


Service wuftpd restart

1.
	      [root@deep ] /# cp wu-ftpd-version.tar.gz /var/tmp

      [root@deep ] /# cd /var/tmp

      [root@deep ]/tmp# tar xzpf wu-ftpd-version.tar.gz

    


2. 
Use the following command to create users in the /etc/passwd file. This step must be done for each additional new user you allow to access your FTP server.
	        [root@deep ] /# mkdir /home/ftp

        [root@deep ] /# useradd -d /home/ftp/ftpadmin/ -s /dev/null ftpadmin > /dev/null 2>&1

        [root@deep ] /# passwd ftpadmin

      


	        Changing password for user ftpadmin

        New UNIX password:

        Retype new UNIX password:

        passwd: all authentication tokens updated successfully

      


3.
Edit the /etc/shells file, vi /etc/shells and add a non-existent shell name like null, for example. This fake shell will limit access on the system for FTP users. 

	          [root@deep ] /# vi /etc/shells

        


	          /bin/bash

          /bin/sh

          /bin/ash

          /bin/bsh

          /bin/tcsh

          /bin/csh

          /dev/null  

        


4.
Now, edit your /etc/passwd file and add manually the /./ line to divide the /home/ftp directory with the /ftpadmin directory where the user ftpadmin should be automatically chdir'd to. This step must be done for each FTP user you add to your passwd file. 

	          ftpadmin:x:502:502::/home/ftp/ftpadmin/:/dev/null

        


To read: 

	          ftpadmin:x:502:502::/home/ftp/./ftpadmin/:/dev/null

          ^^

        


The account is ftpadmin, but you'll notice the path to the home directory is a bit odd. The first part /home/ftp/ indicates the filesystem that should be considered their new root directory. The dot . divides that from the directory they should be automatically chdir'd. change directory'd into, /ftpadmin/.
5.
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First create all the necessary chrooted environment directories as shown below: 

	        [root@deep ] /# mkdir /home/ftp/dev

        [root@deep ] /# mkdir /home/ftp/etc

        [root@deep ] /# mkdir /home/ftp/bin    [image: image3]
        [root@deep ] /# mkdir /home/ftp/lib    [image: image4]
      


6.

Change the new directories permission to 0511 for security reasons: The chmod command will make our chrooted dev, etc, bin, and lib directories readable and executable by the super-user root and executable by the user-group and all users. 

	    [root@deep ] /# chmod 0511 /home/ftp/dev/

    [root@deep ] /# chmod 0511 /home/ftp/etc/

    [root@deep ] /# chmod 0511 /home/ftp/bin    [image: image5]
    [root@deep ] /# chmod 0511 /home/ftp/lib    [image: image6]


7.

Copy the /bin/ls binary to /home/ftp/bin directory and change the permission of the ls program to 0111. You don't want users to be able to modify the binaries: 

	    [root@deep ] /# cp /bin/ls /home/ftp/bin            [image: image7]
    [root@deep ] /# chmod 0111 /bin/ls /home/ftp/bin/ls [image: image8]


8. 

Find the shared library dependencies of the ls Linux binary program: 

	            [root@deep ] /# ldd /bin/ls [image: image9]
          


a. 


b. Require only if you are not using the --enable-ls option. 

	            libc.so.6 => /lib/libc.so.6 (0x00125000)

            /lib/ld-linux.so.2 =7gt; /lib/ld-linux.so.2 (0x00110000)

          


c. Copy the shared libraries identified above to your new lib directory under /home/ftp directory: 

	                [root@deep ] /# cp /lib/libc.so.6 /home/ftp/lib/ [image: image11]
                [root@deep ] /# cp /lib/ld-linux.so.2 /home/ftp/lib/ [image: image12]
              


9.
Create your /home/ftp/dev/null file: 

	              [root@deep ] /# mknod /home/ftp/dev/null c 1 3

              [root@deep ] /# chmod 666 /home/ftp/dev/null

            


10.

Copy the group and passwd files in /home/ftp/etc directory. This should not be the same as your real ones. For this reason, we'll remove all non FTP users except for the super-user root in both of these files, passwd and group. 

	                [root@deep ] /# cp /etc/passwd /home/ftp/etc/

                [root@deep ] /# cp /etc/group /home/ftp/etc/

              


a. Edit the passwd file, vi /home/ftp/etc/passwd and delete all entries except for the super-user root and your allowed FTP users. It is very important that the passwd file in the chroot environment has entries like: 

	                root:x:0:0:root:/:/dev/null

                ftpadmin:x:502:502::/ftpadmin/:/dev/null

              


b. [image: image13.png]


: We can notice two things here: first, the home directory for all users inside this modified passwd file are now changed to reflect the new chrooted FTP directory i.e. /home/ftp/./ftpadmin/ begins /ftpadmin/, and also, the name of the user's login shell for the root account has been changed to /dev/null. 

c. Edit the group file, vi /home/ftp/etc/group and delete all entries except for the super-user root and all your allowed FTP users. The group file should correspond to your normal group file: 

	                root:x:0:root

                ftpadmin:x:502:

              


11.

Now we must set passwd, and group files in the chroot jail directory immutable for better security. 

	                [root@deep ] /# cd /home/ftp/etc/

                [root@deep ] /# chattr +i passwd

              


a. Set the immutable bit on group file: 

	                [root@deep ] /# cd /home/ftp/etc/

                [root@deep ] /# chattr +i group

              


STA RADITI AKO MAIL SERVER ODBIJA PORUKE?

SMTP reply izgleda ovako

    (reason: 521 A07298BE1AC rejected, closing connection)

znaci da ti antivurs/antispam odbija poruke.

http://www.senderbase.org/search?searchString=193.77.54.211
193.77.54.211 jeste u jedonj od antispam lista.
jel ti vidis A07298BE1AC poruku u svom mail log-u.
ako je vodos - to je to, ako je ne vidis onda je odbio neki server u tranzitu, sto nema veze sa tobom.

1. proveriti da li je posiljalac na spam listi

2. proveriti u maillog-u di li se nalazi npr. Poruka A07298BE1AC 
3. Ako se nalazi onda odbija moj server, a ako ne onda odbija neki server u tranzitu

KAKO ZA PUBLIC IP PROMENITI SETOVANJE SA STATIČKE ADRESE NA DHCP?

1.      Configure your /etc/sysconfig/network-scripts/ifcfg-eth0 file normally as if it were a regular Ethernet NIC.

DHCP Version           

============         

 

DEVICE=eth0           

USERCTL=yes           

ONBOOT=yes            

BOOTPROTO=dhcp 
SMTP AUTH I STARTTLS

SMTP AUTH dozvoljava relay mailova nakon uspesne autentifikacije. 
Make sure that sendmail was compiled with the necessary options: 

sendmail -d0.1 -bv 

STARTTLS and SASL must be present in the resulting list. 

Verify the location of sendmail.cf: 

sendmail -d0.20 -bv | grep sendmail.cf 

The output might look similar to this: 

Conf file: /etc/mail/sendmail.cf (default for MTA) 
Conf file: /etc/mail/sendmail.cf (selected) 

Back up your configuration files: 

cp /etc/mail/sendmail.cf /etc/mail/sendmail.cf~ 
cp /etc/mail/sendmail.mc /etc/mail/sendmail.mc~ 

Make your certificate: 

cd /usr/share/ssl/certs 
make sendmail.pem 
Carefully edit the corresponding lines in /etc/mail/sendmail.mc to match the following (don't cut and paste): 

define(`confAUTH_OPTIONS', `A p y')dnl
TRUST_AUTH_MECH(`LOGIN PLAIN')dnl
define(`confAUTH_MECHANISMS', `LOGIN PLAIN')dnl
define(`confCACERT_PATH',`/usr/share/ssl/certs')
define(`confCACERT',`/usr/share/ssl/certs/ca-bundle.crt')
define(`confSERVER_CERT',`/usr/share/ssl/certs/sendmail.pem')
define(`confSERVER_KEY',`/usr/share/ssl/certs/sendmail.pem') 

 The sendmail provided by Red Hat/Fedora Linux listens only on the loopback interface (127.0.0.1) by default, so it will accept no outside connections. If you haven't already done so, comment out the related line. Change this: 

OVO NE MORA. Moze da se umesto 127.0.0.1 stavi 0.0.0.0

DAEMON_OPTIONS(`Port=smtp,Addr=127.0.0.1, Name=MTA')dnl 

To this: 

dnl DAEMON_OPTIONS(`Port=smtp,Addr=127.0.0.1, Name=MTA')dnl 

Generate sendmail.cf using the location you verified earlier, and restart sendmail: 

m4 /etc/mail/sendmail.mc > /etc/mail/sendmail.cf 
service sendmail restart 

Configure the SASL authentication daemon to run when the server boots, then start it: 

chkconfig saslauthd on
service saslauthd restart 

That's it! You now have SMTP AUTH with encrypted logins! 

NAPOMENA

Setovanje outlook expressa: 
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SMTP server autentification (bez TLS-a)

Linija 36 pre
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confAUTH_OPTIONS

A

Use the AUTH= parameter for the MAIL FROM command only when authentication succeeded.

a

protection from active (non-dictionary) attacks during authentication exchange.

d

don't permit mechanisms susceptible to passive dictionary attack.

f

require forward secrecy between sessions (breaking one won't help break next).

p

don't permit mechanisms susceptible to simple passive attack (e.g., PLAIN, LOGIN), unless a security layer is active.

VAŽNO

Ako su u pitanju ROAMING USERS, u /etc/access  izbrisati sve. Ako postoji lokalna mreza u /etc/relay-domain  odobriti samo za taj domen

U /etc/passwd file sve usere ograniciti na /sbin/nologin shell
WIRELESS

Iskljuciti  ogranicenje pristupa preko Mac adresa I ukljuciti PKA

DHCP setup
subnet 192.168.1.0 netmask 255.255.255.0 {

        option routers                  192.168.1.254;

        option subnet-mask              255.255.255.0;

        option domain-name              "example.com";

        option domain-name-servers       192.168.1.1;

        option time-offset              -18000;     # Eastern Standard Time


range 192.168.1.10 192.168.1.100;

}
Ili

group {

   option routers                  192.168.1.254;

   option subnet-mask              255.255.255.0;

   option domain-name              "example.com";

   option domain-name-servers       192.168.1.1;

   option time-offset              -18000;     # Eastern Standard Time

   host apex {

      option host-name "apex.example.com";

      hardware ethernet 00:A0:78:8E:9E:AA; 

      fixed-address 192.168.1.4;

   }

   host raleigh {

      option host-name "raleigh.example.com";

      hardware ethernet 00:A1:DD:74:C3:F2;

      fixed-address 192.168.1.6;

   }

}
default-lease-time 600;

max-lease-time 7200;

option subnet-mask 255.255.255.0;

option broadcast-address 192.168.1.255;

option routers 192.168.1.254;

option domain-name-servers 192.168.1.1, 192.168.1.2;

option domain-name "example.com";

subnet 192.168.1.0 netmask 255.255.255.0 {

   range 192.168.1.10 192.168.1.100;

}
STA RADITI AKO SE MAIL VRACA SA PORUKOM “HOST NOT FOUND” ili sl.
1. Ulogovati se na Linux

2. otkucati nslookup

3. pojavi se >

4. otkucati “server” I adresu DNS preko koga ide pretraga (217.24.17.17)

5. otkucati “set type=ANY”

6. I naziv domena

Setovanje VDBUPDATE.SH na Fedora core 3

vdbupdate.sh doesn`t work on Fedora 3

Ahh ok, the system is missing the 'which' command.  Odd, that's a common unix/linux command.  I'm not sure what package that would be in with Fedora.  You can see if there's a way to search for it.  Or, if you want to edit the vdbupdate.sh script, look for the following line:

DAEMON=`which $DAEMON_NAME 2>&1`

and change it to:

DAEMON="/usr/bin/vams"

That should be the path to 'vams', but double-check that's where it is.  The script should run fine after that.

NIJE DOVOLJNO!!!!!!!!!!!!!!!

SETOVANJE WEBMAIL-a (uebimiau) I PHP.INI

Nakon sto se prebaci uebimiau I reimenuje folder u “webmail”, otkucati CHMOD –R 777 /var/www/html/webmail/.

Izmeniti PHP.INI (linija 246) povecati vrednost memory_limit=8M, na 500M

INSTALACIJA HORDE WEBMAIL GROUPWARE

Instalirati apache 2.x.x

1. ./compile --enable-so

2. make
3. make install

Instalirati Mysql 

1. instalirati server (rpm)
2. instalirati client (rpm)
3. instalirati Libraries and header files (Mysql-devel….) (rpm)
4. setovati root password: 
5. Ili instalirati iz binarnog paketa

     root> groupadd mysql

     root > useradd -g mysql mysql

     root > cd /usr/local

     root > gunzip < /PATH/TO/MYSQL-VERSION-OS.tar.gz | tar xvf -

     root > ln -s FULL-PATH-TO-MYSQL-VERSION-OS mysql

     root > cd mysql

     root > scripts/mysql_install_db --user=mysql

     root > chown -R root  .

     root > chown -R mysql data

     root > chgrp -R mysql .

     root > bin/mysqld_safe --user=mysql &

Instalirati PHP

1. ./configure  --with-apxs2=/usr/local/apache2/bin/apxs  --with-mysql=/usr/local/mysql/bin/mysql --with-gettext --with-dom –enable-memory-limit=no --with-mycrypt  --with-gd --with-mime-magic --with-iconv --enable-mbstring-all --enable-mbregex
2. make

3. make install
